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YCJIOBHBIE ObO3HAYEHUA 1 COKPALLIEHUA
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ADC ATOMHas 3JICKTPOCTAHIUSA
1404141 M cTOYHNKN MOHU3UPYIOLIETO U3ITYUYECHUS
oC OnepannoHHas cuctema
I1O [Iporpammuoe oOecnieueHue
PAO PannoakTuBHBIE OTXOIbBI
CYB/J Cucrema ynpaBieHus: 6a3aMu JaHHBIX
VE YueTHas equHALIA
YVII VYHuBepcanbHas ydeTHas miatgopma




1.OBHIME ITOJIOXKEHUA

PykoBoncTBO agmMuHHCTpaTOpa Mo paboTe ¢ MPOrpaMMHBIM 00ECTIeYeHUEM
«MonyneHast ACYuK «Atomic Keeper» Ha 6aze YVII» (mamee — PykoBoacTBo)
COJICP’KUT TOIIArOBble HHCTPYKIMM M TOSCHEHUS MO OCHOBHBIM OIEpaIUsiM,
BBIMOJTHACMBIM aIMUHUCTPATOPOM B TMPOrpaMMHOM obecriedeHnn «MorysibHas
ACYuK «Atomic Keeper» Ha 6a3e YVYII» (nanee — [10).

B nannom IO ¢dyHKIIMOHAT aAIMUHUCTPATOP pa3/iesieH Ha IBE POJIH:

® «AIMUHHUCTPATOP», KOTOPBII BIIJCET MOJHBIM HA0OPOM TpaB.

® «AnMuHUCTpaTOp WHPOPMAIMOHHON Oe3omacHoCTH» (mamee —
Anmunanctpatop WUbB), KoTopblii orpaHWdYeH TpaBaMu Ha PadOTy ¢ >KypHAJIOM
ayJuTa.

1.1. O6nacTs NpUMEHEHUS

[Iporpammuoe oOecnieuenue «MoaynpHas ACYuK «Atomic Keeper» Ha
6aze YVYII» npeanazHadena Jjisi aBTOMaTU3allMU IPOLIEAYP MO YU4ETy U KOHTPOJIIO
PaAMOAKTUBHBIX BEIIECTB U PAJAUOAKTHUBHBIX OTX0J0B. [IO CIpOEKTUPOBAHO KaK
MHOTOII0JIb30BaTEIbCKOE MpOrpaMMHOE olecrieueHne Ha 0a3e yHUBEpCaIbHOU
yueTHoM 1uiatropmel (nanee — YVYII) ¢ coorBeTcTBytoIIe KOHGUTYpanuen as
y4eTa paIMOAKTUBHBIX BEILIECTB.

1.2. YpoBeHb MOATOTOBKY aIMUHUCTpATOPA.

AnMuHHCTpaTOp 00sI13aH 3HATH:

HacTosiee PyKOBOJACTBO M MMETh MPEACTABICHHE O PadOTE OCHOBHBIX
MHTEPHET-TEXHOJIOTHH;

COOTBETCTBYIOIIYI0 TEPMUHOJIOTHUIO HACTOSIIIETO IOKYMEHTA;

OCHOBHBIE TTPUHITUIIBI PAOOTHI CANTOB.

AJIMUHUCTPATOP JOJIKEH 001a1aTh CIEAYIOIMIMMH 3HAHUSIMH U HaBbIKAMMU:

HACTpoOWKa U 1uarHoctupoBanue padbots 110;

00CITyKUBAHUE TEXHUYECKOTO U CUCTEMHOI'O MPOrPAMMHOTO 00ECIIeUeH S,

aIMUHUCTpUpPOBaHKE 0a3 JaHHBIX;

pe3epBHOE KOMMUPOBAHUE U BOCCTAHOBJICHUE TAHHBIX;

obOecrieueHue pPeriiaMeHTHBIX padOT M aHAIU3 Pe3yJIbTAaTOB PErJaMEHTHBIX
oIepanum.

CONPOBOXKJICHHE U aJMUHHCTPUPOBAHUE JIOKAJBHOW BBIYUCIUTEIHHOM
cereit, mpotokoiaa TCP/IP;

HACTpOWKa pabOunX CTaHIUH JIOKATIbHON BHIYUCIUTEILHOU CETH;

WHCTAJLISALNS, OOIIECUCTEMHOE COMPOBOXKIECHNE U aIMUHUCTPUPOBAHUE;

agmuuuctpupoBanne CYDB/I.



2.0CHOBHOE OITMCAHUE APXUTEKTYPBHI I10

2.1. TlocTpoeHune apXUTEKTYPHI.

[Toctpoenune apxutekTypsl [10 peamuzoBano mo MVC-mabmony («Model-
View-Controller») ¢ pa3sneneHneM MaHHBIX TPHIOKEHHUS, I0Jb30BaTEIHCKOTO
uHTepdeiica U ynpaBisiomed JOTMKA Ha TPU OTIEIbHBIX KOMIIOHEHTa. Takum
o0OpazoM, B [10 MOKXHO BBIIEIHUTH CIEAYIONINE YPOBHHU:

1. VYpoBeHb M0Ib30BATEIBCKOTO HHTEPdETiCa;

2. YpoBeHb OU3HEC-JIOTHKY;

3. YpoBeHb 0a3bl JaHHBIX.

Bepxuum ypoBHEM sIBIIsieTCSl ypoBeHb HHTEp¢eiica moap3oBaTend. Ha atom
ypoBHe [1O copepkuT ¢popmbl BBOAA/BbIBOAA MH(DOpMALUMU, PYHKIUU TPOBEPKH
KOPPEKTHOCTH BBOAMMBIX JAHHBIX JI0 WX OOpabOTKM Ha CTOpPOHE CcepBepa.
Wutepodeiic peanusyercs Ha s3bike pazmetkn HTML5/CSS3 u ¢ moMoIiibio S3bIKOB
nporpamMmMupoBanus TypeScript, JavaScript.

Ha ypoBue OusHec-noruku I[IO comepxutr mnporpaMMHbBIE  KObI,
BBIMIOJIHSIIOUINE (DYHKIIMH MOAAEPKKA HEOOXOIUMBIX ONEepaluidi. Y poBeHb OU3HEC-
JIOTUKH HamucaH Ha si3bike CH.

YpoBeHb 0a3bl JaHHBIX COCTOMT U3 TaOIUIl HEOOXOAUMBIX IS
noyiHoneHHOW paboThl 110 ydera u xkoHTposs. CBsizb YpOBHSI OM3HEC-JIOTHKU U
ypoBHsL 0a3bl JaHHBIX MpoucxoauT ¢ momoinpio O/RM ot Microsoft Entity
Framework u cuntakcuca LINQ.

2.2. TexHuueckoe U MporpaMMHOE 0OECIICUCHHE.

[1O peanu30BaHO C UCITOIB30BAHUEM CIEAYIOLIIUX TEXHOJIOTHIA:

NET 7;

ASP.NET Core 7;

CYBJI PostgreSQL;

HTMLS5, CSS3;

C#, Transact-SQL, TypeScript, JavaScript, Angular 16.

OynkuonnpoBanue [10 obecrmeunBaeTcst CIEIYIONUM MPOTPAMMHBIM
obecrieueHrueM:

CepBepnas yacTh a1 Windows:

Omnepanuonnas cucrema Windows Server 2019;

CYB/ PostgreSQL 14;

Cepsepnas yacTh 1 Linux:

Linux Astra Smolensk 1.6;

PostgreSQL 9.X.

Knuenrtckas 4acThb.

Oneparnonnas cucrema Windows 10;



Be6-o0603peBatens Chrome (105 u Bhiie);

CpenctBa co3nanus U peaaktupoBanus nokymeHtaruu MS Office (2016 u
BBIIIIE).

2.3. Undopmarms o 6ezonacuoctu 110.

Bce peiictBus monb3oBateneil, BeinosHseMbie B 110, peructpupyrorcs u
XpaHITCS B JKypHaJIe COOBITHI OeccpodHo. [l HMCKIIOYCHUS TEPErOTHCHUS
KypHajia ayJudTa U MOTEPU 3aluced H3-3a HEXBATKH JIMCKOBOI'O IMPOCTPAHCTBA
aIMUHUCTPATOPY HEOOXOJAMMO CBOEBPEMEHHO KOHTPOJIUPOBATh JOCTATOYHBIM
00beM maMATH Ha cepBepe, rae ycrtanoniaeHo [10.

Jlor-gaiin paboThI Cucrembl JIEKUT 1o My TH:
C:\ProgramData\AppliedSystems.

B IIO peanuszoBanbl Mepbl 3amuThl Juisi CHCTEMBI, B COOTBETCTBUU C
[Tpunoxxenuem Ne 1.

Nudopmarmonnas 6e3omacHocTh [IO obecrneunBaeTcss KOMILJIEKCOM MeED,
HalpaBJICHHBIM  HA  MNPEJOTBpAlllcHUE  HECAHKIMOHMPOBAHHOTO  JOCTYIIA,
WCTIOJIb30BaHUsS, PACKPBITUS, UCKAXKEHUSI, U3MEHEHUSI, UCCIICOBAHUS, 3alIUCU WU
YHUYTOXEHUSI HHDOpMAIUH.

Kowmrieke Mep BKirodaeT B ce0s cleayrolee:

1. 3ammTa nepenayu JaHHBIX B CETH, NIepeiada JaHHBIX B 3aTUGPOBAHHOM
BUJIC, UCIIOJb30BaHue MpoTokonoB SSL/TLS;

2. BeneHne ¥ MOHUTOPHUHI 3alKCEN OTCICKUBAHUA W ayAuTa JCHCTBUU
MOJIb30BATENIEN B CUCTEME, B TOM YMCJI€ HEYCIEIIHBIX JECHCTBU;

3. Orpanmuenne ngoctyma K pecypcaM CHCTEMBI, aBTOPHU3AIHS
M0JIb30BaTEIICH;

4. Paznenenue poJiel MoJIb30BATEIIEH, yIIPABICHUE IPABAMHU MTOJIb30BATENEH
Y UCIIOJIb30BaHUE YIIPABISAIONINX AKKAYHTOB;

5. Mepbl TIpenoCTOPOKHOCTH IPOTUB HM3BECTHBIX aTaK HA YSA3BUMOCTH
ayTeHTU(uKanmu, BHeApeHuss SQL- WM KOMaHIHOTO KOJa, MEXKCAaUTOBOM
noajaenku 3anpoca (CSRF), nepenoiHeHUS TaMsITH;

6. OTcyTCTBHE KAIIUPOBAHMS UYyBCTBUTEIBHBIX JAaHHBIX KaK Ha CTOPOHE
KJIMEHTA, TaK U HA CepBEpe MPHUIIOKCHUM;

7. B cpemax pa3pabOTKM W TECTUPOBAHMS HE HCIOJB3YIOTCS pealibHbIC
JTAHHBIE;

8. Hcnonb3oBaHue TMOCIHEAHUX CTAOWJIBHBIX BEPCHM  3aBUCHUMBIX
TEXHOJIOTHH;

9. Hcnonws3oBanue ceprudukara O€30MACHOCTH, MPOBEICHUE ayAuTa
cepTudukara.



Yacth Mep 0€30MacHOCTU JOJKHA ObITH OOecreyeHa OpraHu3allMOHHBIMU
MepamMu U Mepamu OezomacHoctd IT- uHOpacTpyKTypsl SKCILTyaTHpYIOLEH
OpraHMu3alry. ITO TAKUE MEPHI KAK:

- besomacHas HacTpoiika 0a3bl JaHHBIX: OTCYTCTBHE IPOCTOTO JOCTyNa W3
VHTEPHETA,

- Ilpumenenue KoHPUTYpalmii 6€30MaCHOCTH, YTOOBI TOJIBKO MPUIOKEHUE U
ABTOPU30BAHHBIE IOJB30BATEIN MOIJM MOJYYUTh JOCTYIl K CEpPBEpaM M
pabouuM cpenam (6a3e JaHHBIX, (AHIOBON CHCTEME, CITY)KOam);

- Jna 3amycka u skcrryataund CYB/[ He MOJKHBI IPUMEHATHCS YUETHBIE
3alMCH U MAPOJIH MO0 YMOJIYAHUIO;

- IIporpammHoe obecrnieueHre BeO-cepBepa JTOHKHO 3aIMyCKAaThCsl C YUETHOU
3alMCH, CIEUUATIBHO CO3JaHHOW JUISl 3TOM LENIW, 4 HE C YYETHOU 3aluCH
aIMUHHCTPATOPA;

- Heo0OxonuMo yka3aTh KaTajoru ¢ pa3pelieHUusIMU Ha 3alKCh, paBa 3alucu
JOJKHBI OBITh MPEJOCTABICHBI TOJBKO KaTaloram, KOTOPBIM Tpedyercs
3arpy3ka (aitioB. HeoOxonuMMo ynaauTh paspelieHue Ha 3amycKk B
Katanorax (haisoB, 3arpy>KeHHBIX Yepe3 MPUIIOKEHHUE.

- Hewucnonb3yembie MOPTH HA CEpBEPaX JOHKHBI OBITh 3aKPBITHI.

[TonHOe onvcanue NPUHATHIX Mep 10 UHpopMalmoHHoU 6e3onacHocTH 110
onmcaHo B [Ipunoxenun 1 Hacrosimero PykoBoacrsa.

Kondunenunansuas nadpopmanus, kirouu APl u maponu He coaepxaThes B
HCXOJAHOM KOJI€ WJIM PENO3UTOPHUAX UCXOAHOTO KOJIA, KPOME OJTHOM YYETHOH 3aIIMCH
anMuHUCcTpatopa (ormH: admin, mapoas: admin) ucmodab3yeMoi IS
nepBoHayanpHoro Bxoja B I[IO mocne ero ycraHoBkH. J[aHHBIE CTaHAAPTHOMU
YYETHOM 3alliCH aIMUHUCTPATOpa MEPCOHAU3UPYIOTCA MpuU riepBoM Bxoje B 110.

B IT1O ucnons3yroTcs caeayoume poiiv Moab30BaTeNneil:

Poss Haznauenue

AJIMUHUCTpATOP Boinonnenre ¢QyHKUMA aJIMUHUCTPUPOBAHUS
1O onucaHHBIX B T1aBe 3.

Anmunuctpatop b Breimonaenne GyHKIUNA —aIMUHUCTPUPOBAHUS
[TO onucanHbIX B raase 4.

Hacrponmmk Ha3znauaetcss mojn30BaTellio UId CO3JaHUS U
penaktupoBaHusi Konpurypamuu [10.

VYyeruuk HaznayaeTcst mosb30BaTeNto ISl BBIMOJTHEHUS
OCHOBHOTO (pyHKIIMOHAJIa yyeTa HEOOXOIUMBIX
CYIIIHOCTEW WJIHA MPOLYKLIHH.




Jlia peanuzanuu pasfesbHOTO XpaHEHUs CUCTEMHBIX (pailyioB u (paiinos
KoHQurypauuy, npuHamaexamux [IO, a Taxke KypHama CcoObITHH OT
II0JIb30BATENIbCKUX JaHHBIX, HE00X01UMO ycTaHOBUTH 110 1 0a3y TaHHBIX B pa3HbIe
MecTa (KaTajor, CHCTEMHBIN pa3Jien U T. A.). DKCIIOPTUPOBAHHBIN KypHaJ COOBITUN
XPaHUTh TAK K€ OTACIBHO.

Jnsa  ayTeHTH(UKAMA TIOJIB30BaTENEed HCMHOJb3YyeTCSI COBPEMEHHBIM
nportokoi Oauth 2.0.

Jloctynm momnw3oBarenss k  (GyHknuoHamsbHOCTH IO oOecmeumBaercs
UCIOJIb30BAaHUEM IEPCOHAIIBHOTO KOMIbIOTEpa U |P-agpeca, KOTOpbI BXOIUT B
nepeyeHs 10BepeHHbIX IP-anpecos.

BBon napoiist B unTepdeiice [10 ckpbIT, M HE BUJEH IPYTUM JIMLAM.

Jns mpenorBpaimieHus BBoAa BPEAOHOCHBIX KoMaHI B IO peanmsoBana
BaJIMJAIMsl BBOJUMBIX [1OJIb30BATEIEM JTAHHbIX.

[lonp30BaTenbCKass cecCUsl 3aBEpPIIACTCS MO TalMayTy, 3aJaHHOMY
HaCTpPOWKaMHU aIMUHUCTPATOPA WJIM MTOCJIE Ha)KaTUsl KHONKHU «BbIxom.



3.0IIMCAHUE OIEPAITNI AIMUHUCTPATOPA

3.1. Bxox Ha cTpanuily anmuauctpupoBanus [10.

1.1. Jlns BXoaa Ha cTpaHuily anMuHucTpupoBanus [10 HeoOxoaumo:

1. B aapecHyio cTpoky Opay3epa BBEIUTE aJpec MPHIOKEHUS U HAXKMUTE
Ha knasuiry Enter. IIpousoiiner nepexoa Ha aBTopu3alnoHHYIO cTpanuiy 110.

2. B mnone Jlorun BBeaute JsordH s Bxodga B IIO ¢ posbio
«AZIMUHUCTPATOP.

3. B nose IlapoJas BBe1uTE MapoIb.

4. Haxate Ha kHOnKy Boitu. Ilpomsoiiner nepexon Ha CTpaHumy
aagmuHucTpupoBanus [10.

1318
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Pucynox 3.1. Ilpumep unmepdghetica nonvzogamens ¢ ponvio «AOmMuHucmpamop»

3.2. Co3nanue rpynibl mpas s OJIb30BaTENEeH.

['pynnel mpaB  HMCHOJB3YIOTCS I MPEJOCTABJICHHS  OIMpPEAEIIEHHBIM
MOJIB30BATENISIM C  POJIbI0  «YUETYMK» HEOOXOAMMBIX IpaB Ha IMPOBEJECHUE
ONpeeTeHHBIX ONepalrii M0 YYETy CYIIHOCTEH onucaHHbIX B KoHQurypamuu 110.

1. Boiitu B 110 ¢ ponbio « AAMUHUCTPATOP.

2. Tlepeittn Ha BKIaaky «['pynnsl npas.

3. Haxats kHOTIKY «/[00aBUTHY» 1 BHECTH MH(DOPMAIUIO O HANMEHOBAHUH
CO3JIAaHHOM T'PYMIIbI IIPAB.

4. BreiOpath U3 cnucka o0acTeit, HEOOX0AUMYHO 00JIaCTh KOTOPOM OyayT
BJIa/IETh MMOJH30BATENU B CO3JaHHOM IpyIIIIe.



5. B npaBoii yacTu cTpaHuUlbl BHIOPATh HEOOXOIMMBIE ITpaBa U3 CIIUCKa IS
M0JIb30BaTENIeH CO3/ITaHHOM TPyNIbl BHIOpaHHON 00JaCcTH.
6. Haxatps kHOnKy COXpaHUTb.

ARMWHHCTDHPOBSHWE >  pynnbl npas

HassaHus rpynn MNpasa gocTyna

Full P | ~ Kaproukm

IPOCMOTD KapTGUKH yUETHOR EAUHHLLb!

v [napHoe MeHio
OTUETbI W HypHaND:

~  CNpaBosHKM
1pocMoTp

~ Onepaumn
*BOSBDAT Ha MECTO XpaHeHHA" - CO3gaHHe onepaunm
"BOSBPAT H3 MECTO XPaHEHHA" - 3aBEPIEHHE ONEPALMH
*BO3BPAT Ha MECTO XpaHeHus" - CEPOC anepaLimy
*WMaMenenne cBORCTE" - CO3aHHe OnepaLui
“WMameHenne cBOACTE' - 3aBEpeHHE DNepaLk
*MameHeHne CBORCTE” - CEPOC ONepaLi
“MHBEHTZPM3AUMA" - COANAHME ONepaLMM
"VHBeHTapM3IauMR’ - 3aBepIIeHNE OnepaLMin
"MHBEHTaPM3AUNA" - COPOC onepaumm

“MHCneKyws’ - CO3/1aKve onepaLii

Pucynox 3.2. [lpumep nacmpoiiku epynnsi npag 0 Noib308ame’s

3.3. Co3ganue yueTHOU 3aM1iCH TOIB30BATENS C POIBI0 K ATMUHUCTPATOPY.
[Tonb3oBaTENIO C PONIBIO «AAMUHUCTPATOP)» JOCTYIHBI BO3MOKHOCTH:
® CO3/IaHUE HOBBIX ITOJIb30BATEINIEH;
® pEIaKTUPOBAHUE uH(popMauu 0 3apEerucTPUPOBAHHBIX
I0JIB30BATEIISIX;
® pEJaKTUPOBAHUE TPy MPAB;
e paboTa ¢ )KypHaAJIOM ayauTa,
® HacCTpoiiKa mapamMeTpoB ayTeHTU(UKALINH,
e pabora c IP-agpecamu;
® [IPOCMOTpP YCTAaHOBJICHHBIX WJIM MOAKIOYEHHBIX MOAYJIEH KaTeropHii
W/WTY KaTeTOPUIA;
e paboTa C JIHUIECH3UEH.
1. Boiitu B 110 ¢ poJibio «AIMUHUCTPATOPY.
2. Ilepeiitn Ha BkIaAky «CHHMCOK IOJIb30BaTeJiei» U HaXKaTh KHOMKY
Jlo0aBUTD.
3. 3apeructpupoBaTh HOBOTO MOJIb30BATEINS C POIbI0 «AIMUHUCTPATOP !
eB mnomsax Jlorun u BpemeHHBII NMapoJb YKaKUTE JaHHBIE IS

ayTeHTU(PUKALUKA PETUCTPUPYEMOTO MOJIb30BATEIS;
10



B mnone CoTpyaHHK Npu HEOOXOJUMOCTH BBIOpAaTh COTPYAHMKA, K
KOTOpOMY OyJEeT IpHBsi3aHA HOBAsl yyeTHasl 3aIllUCh C POJIBI0 «AIMUHHCTPATOPY.
Crucok coTpyAHUKOB (POPMHUPYETCS U3 YUETHBIX €IUHUL] 00bEKTa KOHPUTypaluu
C mpucBOeHHOW KaTteropuen «CoOTpyaHUKW» (HAmpUMep, U3 YUETHBIX €IMHUIL
cupaBouHUKa « COTpYIHUKW», Ha KOTOPBIM IPUCBOEHA KaTeropus « COTpyaHUKNY);

¢ JloGaBuTth IP aapec kommnbproTepa mojib30BaTEIIs.

4. Haxatb kHOIKy COXpaHHT.

3.4. Co3anve y4eTHOM 3aMKCH MOJIb30BATENS C POJIBI0 « AIMUHUCTPATOP
Uby.

[Tonb3oBaTento ¢ ponsio «Aamunuctpatop Mb» noctynHa BO3MOKHOCTH
paboTHI € KypHAJIOM ayJuTa.

1. Boiitu B 110 ¢ poJibio «AIMUHUCTPATOPY.

2. Tlepeittn Ha BkiIaaky «CHHMCOK MOJIb30BaTe/iei» U HaXaTh KHOIKY
Jlo0aBUTD.

3. 3apeructpupoBaThb HOBOIO IOJb30BATENs C POJIbIO «AJIMHUHUCTPATOP
Nb»:

e B monsax JlormH u BpemMeHHBI NapoJib YKaXUTE JAHHBIE IS
ayTeHTHU(PUKALIUHA PETUCTPUPYEMOTO MOIb30BATES;

e B none CorpyaHuk mnpu HEOOXOJMMOCTH BBIOpaTh COTPYIHHUKA, K
KOTOpOMY OyJIeT MpUBsi3aHa HOBAsl yUETHAsI 3aITUCh C POJIbI0 «AMunuctparop Uby.
Cnucok cCOTpyAHUKOB (POPMUPYETCS U3 YUETHBIX €IUHULl 00BEKTa KOH(PUTYpALUU
C npucBOeHHOM Kareropued «CoTpyaHUKH» (HAmpuUMep, U3 YUETHBIX EIUHUIL
cinpaBouHuKa « COTpYIHUKW», Ha KOTOPbIM IpUCBOEHA KaTeropus « COTpyaAHUKNY);

e JloGaBuTth IP agpec koMmbroTepa mojab30BaTessl.

4. Haxxatb kHOTIKY COXPaHUTD.

3.5. Co3nanve y4eTHOM 3alKCH MOJIb30BaTeNs ¢ poibio «HacTponmk».

[Tonmp3oBarens ¢ posblo «HacTpoWIMK» WMEET MTOCTYN TOJBKO K
koH(puryparopy 110 wu mnpeaHazHayeH [ CO3JaHUS W PEJAKTUPOBAHUSA
koHpurypauuu I10.

1. Boiitu B 110 ¢ poJibio «AIMUHUCTPATOPY.

2. llepeiitn Ha Bkiagky «CHHCOK MoJIb30BaTeseil» U HaXaTb KHOTMKY
Jlo0aBUTD.

3. 3apeructpupoBaTh HOBOTO MOJIb30BaTEIN € poibio « HacTpoHmk»:

e B monsax JlormH u BpemMeHHBI NapoJib YKaXUTE JIAHHBIE IS

ayTeHTU(PUKALUKU PETUCTPUPYEMOTO MOJIB30BATEIIS;
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e B none CoTpyaHHK npu HEOOXOIMMOCTH BbIOpaTh COTPYIHHUKA, K
KOTOpOMY OyJeT NpHBsi3aHa HOBasi y4eTHasl 3amuch C poibio «HacTtpoiimumk.
Cnucok coOTpyAHUKOB (POPMUPYETCS U3 YUETHBIX €IUHUIL 00bEKTa KOHPUTYpaAIIUU
C npucBOeHHOM Kareropued «CoTpyaHUKH» (HAmpUMeEp, U3 YUYETHBIX E€IUHUIL
ciupaBouHUKa « COTpYIHUKWY, Ha KOTOPBIM IPUCBOEHA KaTeropus « COTpyaHUKNY);

e Jlo6aButh IP aapec koMmbroTepa MOJIL30BATENS.

4. Haxatp kHONIKY COXPaHMTh.

B pe3synbrare BHINOTHEHUS! YKa3aHHBIX JAEUCTBUI MPOU30MIET 100aBICHUE
nonb3oBarenss B IO ¢ ponsro «Hacrpoinmk». IlepBoHayanpHbIA TApoJIb
nepenaercss aamuHucTparopoM [IO 3aperncTpupoBaHHOMY MOJIB30BATENIO IS
nepBoro Bxoja. [locie nmepBoro Bxoga B 110 monb3oBarento OyaeT HEOOXOAUMO
BBECTU HOBBIW NIEPCOHAJIBHBIN MTAPOJIb.

3.6. Co3aHre y4eTHOM 3alKCH MOJIb30BATENS C POJIBIO « Y YETUUK.

1. Botitu B I10 ¢ posibio « AIMUHUCTPATOPY.

2. Tlepeittn Ha BkiIaAKy «CHHMCOK IMOJIb30BaTe/iei» U HaXaTh KHOIKY
Jlo0aBUTD.

3. 3aperucTpupyiTe HOBOTO IMOJIB30BATEIS C POIBIO « Y UETUHK.

e B monsax JlormH u BpemMeHHBIM NapoJib YKaXUTE JAHHBIE IS
ayTeHTU(PUKALUKA PETUCTPUPYEMOTO MOJIH30BaATEIIS;

e Jlo6aButh IP aapec koMmmbroTepa Moab30BaTENS;

e B mone Corpyanuk BbIOpaTh COTPYIHUKA, K KOTOpOMY OyjeT
MpUBsI3aHa HOBas Y4YeTHAasl 3alUCh C POJibI0 «YueTruuk». CHUCOK COTPYAHUKOB
dbopMupyeTcss U3 YYETHBIX E€IWHUIl O00BEKTa KOHQUTypaluu C MNPUCBOECHHOU
kareropuerd «CoTpyaHUKH» (HampuMmep, U3 YUYETHBIX EIUHUI[ CIPABOYHHUKA
«CoTpyIHHKW», HA KOTOPBIN MprucBoeHa Kateropust «CoTpyIHUKNY );

e BriOpars rpynmny npas AJisi IOJIb30BATEII.

4. Haxatb kHONIKY COXPAHMTh.

B pe3ynbrare BBINOJHEHUS! YKa3aHHBIX JAEUCTBUI MPOU30MIET 100aBICHHUE
nonb3oBatess B [1O ¢ ponbto «Yueruuk». [lepBoHauanbHbIi Mapoib MepeaaeTces
aIMUHHUCTPATOPOM CHUCTEMBI 3aPErMCTPUPOBAHHOMY MOJI30BATEIIO ISl TIEPBOTO
Bxona. [locne mepBoro Bxoma B IIO monb3oBatento OyneT HEOOXOAMMO BBECTU
HOBBIN NIEPCOHAIIBHBIN NTAPOJIb.

3.7. JleakTuBalMs y4ETHON 3aITUCU

Bo u30exaHue HECAaHKIIMOHUPOBAHHOTO JOCTyNa Y4YETHasl 3alliCh MOXKET
ObITh JCAKTUBUPOBaHA. AJIMUHHUCTPATOP HMMEET BO3MOXHOCTb JIEaKTUBHUPOBATH
YUETHYIO 3alIUCh BPYUHYIO (IPUHYIUTEIBHO) CAEAYIOIIUMHU IIaraMu:
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1. Boiitu B I10 ¢ posibio «AIMUHUCTPATOPY.
2. llepeiitu Ha BkI1aiKy « CITUCOK ITOJIb30BaTEICH.
3. BwiOpatp B Tabnuie MOJb30BATENS, KOTOPOTO  HEOOXOIUMO

5]
JICaKTUBUPOBATH U B rpade «JleiicTBus» HaXaTh KHOIKY < (1eakKTUBUPOBATH ).

4. TloaTBepauTh JACAKTUBAIIMIO HAXKATUEM KHOIIKH a .

3.8. I3MeHeHMe JaHHBIX B YUYETHOM 3alIMCH MOJIb30BATENIS.

Jliig n3MeHeHus nH(OpMaluy B yU€THOW 3alMCU TIOJIb30BATEINSI BHIIIOJHUTE
CIEIYIOIINE JECUCTBUS:

1. Boiitu B I1O ¢ ponbio « AIMUHUCTPATOP.

2. Ilepeiitu Ha BkIaaky «CIUCOK MOIB30BATENCHY .

3. BriOpate B Tabnuiie moiap30BaTeNsi, KOTOPOTO HEOOXOIMMO W3MEHHUTD

uHpopmarmio u B rpade «JledcTBUs» HaKATh KHONIKY # (M3MEHHTS).
4. BHectH  HEOOXOOUMBIE  KOPPEKTUPOBKM s  BBIOPAHHOIO
MOJI30BATENS U HAKaTh KHONKY COXPaHMTh.

3.9. Y nanenue moiw3oBartens (JJocTyITHO TOTBKO 711 yISTHBIX 3aIMHCEH, IO/
KOTOPBIMU HU pa3y HE OCYIIECTBJIEH BXOJ B CUCTEMY)

1.  Boiitu B I1O ¢ ponbpio « AIMUHUCTPATOP.

2. Ilepeiitu Ha BKiIaKy «CIHUCOK MOIB30BATEICH.

3. BriOpaTs B Tabnuile U3 Crmcka 3apeTUCTPUPOBAHHBIX MOJIH30BATENICH
YYETHYIO 3aluCh, MOJ KOTOPOW HE OBLIO COBEpIIEHO HM ojHOro Bxoja B 11O u
WHUIIMUPOBATH €€ yAAJICHUE.

4. TlonTBepauTh yJajieHUE YYETHOM 3aIUCH.

3.10. Copoc mapoJst 3amucH Mmoab30BaTeIsl.

1.  Boiitu B I1O ¢ ponbpio « AIMUHUCTPATOPY.

2. Tlepeiitu Ha BKiIaky «CnMcoOK NMoJib30BaTesei.

3. BriOpaTs B Tabnuile moyib30BaTeNsl, KOTOPOMY HEOOXOAMMO COPOCUTH

napoib U B rpade «JleficTBus» HaXKaTh KHOMKY P (cOpocuts mapodn).

4. B uanoroBoM OKHE BBECTH HOBBIM MEepBOHAYAIbHBIM MApOJb IS
M0JIb30BATENS UM BBIOPATh MPEAI0KEHHBIA CUCTEMON NMapOib.

5. Haxarp kHOIKy COXPaHMTB.

B pesynbrarte BHIOTHEHHS YKa3aHHBIX JEHCTBUM Mpou30iiieT cOpoc naposis
I0JIB30BATENS, ITOCIIE YETO M0JIb30BaTeNb (P epBoHadanbHOM Bxoze B 110 mocne
cOpoca maposist) 00s13aH BBECTH HOBBII NIEPBOHAYAIBHBIN TAPOJIh (MIEPEIaHHBIN eMy
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aMUHUCTPATOpPOM), 3aTeM Ha cTpanuie Bxoga B [IO BBecT JUYHBIN
NEPCOHAILHBIN Mapoib.

3.11. IIpocMmoTp KypHaia IeHUCTBUM MOJb30BaTeIeH (JIOTHPOBAHUE).

1.  Boiitu B I1O ¢ poiibto « AIMUHUCTPATOP.

2. Ha crpanuiie agMUHUCTPUPOBAHUS OTKPHITH BKIAIKYy <OKypHamn
ayJuTa».

3. Otkpoercs cTpaHuiia co cnuckoM Beex aeiictBuil B [10 ¢ ykazanuem
JAHHBIX O BPEMEHHM MPOU3BEACHHBIX M3MEHEHUW M TOJIH30BATENI€, BHOCHBIIEM
U3MEHEHUS.

KypHan coObITuii MOXHO OT(QUIBTPOBATH Ha OMNpEACAEHHBIN 3aJlaHHBINA

Hepnozx, a TaAKXKEC UMCCTCA BO3MOXHOCTH BKCHOpTa JAHHBIX )KypHaJ'Ia B @aﬁn *.X'SX,
*.csv, *.xml.

AnmusucTpuposakme > JKypan ayauta

1321
08 sBaps 2024

58 ypuanayaura  Hactpoiu  IP-agpeca  Momyam  Mauen

" Ravawspems Y 4 Monsaosarens Y 1 | Corpyammux Y A | Pampec ¥ 4 | MopynnMnargopma Y 4 Onucanme Y 4 Peaynsrar Y4

Nnargopma

08.01.2024 13:21:21 127001 Mnarpopma
Mnardopma

08.01.2 Nnargopma

L

Mnarpopua

Nnarhopua
®

Pucynoxk 3.3. IIpumep unmepgeiica exnaoxu «Kypuan ayoumay

3.12. Hactpoiika ayTeHTH(UKAIINH.
1. Boiitu B I1O ¢ npaBamMu aIMUHUCTPUPOBAHMUS.
2. Ha cTpanune anMUHUCTpHUPOBAHUS OTKPHITH BKiIaaky HacTpoiiku.
3. 3angath HE0OXOIUMBIE TTApAMETPHI IJIs1 Ay TCHTHU(PUKAIINHN ;
e [lapoisb noyKeH coziepKaTh CUMBOJIBI BEPXHETO PETUCTPA;
e [laponp MoMmKeH copepKaTh CHMBOJIBI HIDKHETO PETUCTPA;
e [laponb nomxeH coaepKaTb MUHUMYM OIHY HUGPY;
e [laposib no/mxKeH cosiepKaTh CielMaIbHbIE CUMBOJIBL;
e (Crapslil ¥ HOBBIM NApOJIU MOTYT COBIAAATh;
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e JlnuHa mapomns;
e MaxkcumanbHOE YHCIIO ITONBITOK BXO/A B CUCTEMY;
e Bpewms Oe3nelicTBUS 10 IPUOCTAHOBKH CEAHCA;
e CpokK JeicTBHS MApOIIs;
e Uucno npenplaAymux yHUKaIbHBIX ITAPOJIEH;
e SI3pIK IO YMOJIYAHHUIO.
4. Haxarb COXpaHMTB.

AJMAHRCTMPOBEHWE >  HacTpoiikn

aponb LOMMEH COLEPMATE CHMBONLI BEPXHETD PerucTpa

aponk Ronmer MMBONbI HUKHETD DErMCTpa

Napone ponxex [epXaTE MUHHMYM OAHY Uubpy

Maponk AOMMKEH COREPMATE CTIEUMANBHBIE CHMBOMbI

CTapeiit W HOBLIA NAPONKM MOTYT COBNAAATE

Pycckmit ~

Pucynox 3.4. Ilpumep nacmpouixu aymenmugpuxayuu

3.13. CusaTre 6IOKMPOBKH YUETHOM 3aMHCH.

Bo u36exaHne HEeCaHKIIMOHUPOBAHHOTO JOCTYIa Y4Y€THasl 3alliCh, MOXKET
OBITh, aBTOMATUYECKH 3a0JIOKMpPOBaHA MpU 3aJaHHbIX B HacTpolikax mapamerpax
ayreHTUQUKauuu. Jljiga CcHATHS OJOKMPOBKM YYETHOM 3amUCU MOJb30BaTels
HEOO0XOAUMO:

1.  Boiitu B I10 ¢ poibio «AIMUHUCTPATOPY.

2. Ha crpanuiie afMUHUCTPUPOBAHUS OTKPHITh BKIaAKy «IP-ampeca» u
BbIOpaTh 3a0JI0KUPOBAHHBIE.

3. Ynamuth u3 crimcka Hyx HbIi [P Anpec.

4. B rnaBHOM MeHIO mepeiTu Ha BKJIaAKy «CHHCOK MOJib30BaTeen»,
BbIOpATh B TAOJIMIIE TIOJIB30BATEINSI, KOTOPOMY HEOOXOJAMMO aKTUBUPOBATH JTOCTYII,

. ~ ~
Ha)XaTb KHOIIKYy “*= AKTI/IBI/IpOBaTL B JCAKTHUBHUPOBAHHOU YUYCTHOMU 3aIIHCH.

5. Haxarp KHONIKY a CoxpaHuTb.
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3.14. TIpoBepka ycTaHOBIEHHBIX MOjyiel K [10.

KoHTposib Hanuuus yCTAaHOBJICHHBIX MOJYyJIed HEOOXOAMMBIX BEPCH
POU3BOUTCS BBHIMOJIHEHUEM CIEIYIOUIUX TCUCTBUM.

1.  Boiitu B I1O ¢ poiibto « A IMUHUCTPATOP.

2. Ha crpanuiie aqMUHUCTPUPOBAHUS OTKPHITh BKIAIKY «MoOmyJIm».

JlanHast cTpaHWIla COJACPKHUT C(HOPMUPOBAHHBIA CIHUCOK JOCTYITHBIX
(ycranoBneHHBIX) MoayJiel k [10. [t kaxaoro Moy isi OTOOpaKaroTCs KAaTeTOpUH,
noOasinennble B [10 nociie ero ycTaHOBKHU.

3.15. PaGora ¢ JuueH3uen.

Oo6HoBneHue nuiieH3uu K 10 npou3BoAUTCS CIEAYIONUMU JSHCTBUSIMH:

1.  Boiitu B I1O ¢ ponbio « AIMUHUCTPATOP.

2. Ha crpanuiie aIMUHUCTPUPOBAHUS OTKPHITh BKIAIKY «JIHIIeH3UD.
3. Ha oTkprIBIIeHCS CTpaHUIIE C OMMMCAHUEM TEKYIIECH JTUIICH3UH Ha)XKaTh

===y
KHOTIKY .

B oTkpeiBIIeMCsi OKHE BBIOpaTh HEOOXOIWMMBIN (hailil ¢ JUICH3UEeH U HaXaTb
KHOTIKY «OTKPBITBY.

3.16. Paznen «Ilomomby.

Paznen «Ilomomb» naér noctyn Kk JaHHOMY PyKOBOJICTBY.
Hns noctyna k pazaeny «I[loMolb» He00X0IUMO:

1. Boittu B [10 nonb3oBaTeneM ¢ poJiblo «AJMUHUCTPATOPY.

2. Haxarp Ha KHOTKY . B MIPABOM BEPXHEM YIUIy PSAAOM C JIOTUHOM
II0JIb30BATES.

A Admin

@ 0 nporpamme

©® nNomouws

3. B BuImaBiieMm crmcke HaxxaTh KHONIKY [lomousb.

[Tocre BBITIOTHEHUS TaHHBIX NEUCTBUN OTKpoeTcs PykoBoaCTBO B popmate

*.pdf.
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4.0TITMCAHUE OITEPAITNI AIMUHUCTPATOPA 1B

4.1. Bxoa B 110 none3oBarens ¢ poasto «Aamunuctpatop Uby.

Jls BX01a HE0OX04UMO:

1. B agpecHyro cTpoKy Opay3epa BBEIUTE aJIpEC MPUIIOKEHNS U HAKMUTE
Ha knaBuiny Enter. TIpousoiineT nepexon Ha aBTopu3amoHHyo cTpanuity [10O.

2. B mone Jlormn BBeauTe JjoruH aia Bxogaa B IO ¢ ponbio
«Aamunucrparop Ub».

3. B nmone [IapoJs BBeIUTE MapOIIh.

4. Haxarp Ha kHONIKy Boiitu. [Tpouzoiiner Bxoa Ha BKIAIKy «2KypHaJ
ayJauTay.

4.2. PaboTa ¢ )KypHaJIOM ayuTa.
1.  Boiitu B I1O ¢ ponbio «Anmunuctpatop Ub».
2. HaBxkimanke «2KypHaua ayamTa» OTKPOETCS CTPaHHUIIA CO CIIMCKOM BCEX
JNEUCTBUM B CUCTEME!
e Bpewms BeimonHenus aeiictBus ([lata u Bpems);
e Jlorun nonb3oBatens (Iloap3oBarens);
e |P anpec ¢ kotoporo npousonuio Aeiicteue (IP aapec);
e Mecto BHeceHnust uameHenuit (Moayns/Ilnarpopma);
o Ormucanue nevctBus (OmnucaHue), TpU HaKATUKW Ha 3HAYCHUE B
JTAHHOM CTPOKE OTKPBIBACTCS JOMOJIHUTENbHAS UHPOpMAITUS;

e Pesynbrar 3aBepuienus aercteus (Pesynbrar).

Kypnan coObITUI MOKHO OTPHIBTPOBATH C TTIOMOIIBIO KHOTIOK ]

4.3. DKCnopT KypHasa ayJauTa.
DKCHOpPT KypHasa MPOU3BOJUTCS CIEIYIOIUMHU JEHCTBUSIMM:
3. Boiitu B I1O ¢ ponsio «Anmunuctparop Ub».

4. Ha Bkiagke «  KypHaJ ayauTa) HaKaTh KHOIKY
5. U3 pasBepHyBIIerocsi crucka BbIOpaTh ¢opMar, B KOTOPOM HYKHO
9KCIOPTHPOBATH KypHa (*.XIsx, *.csv, *.xml).

4.4. Paznen «ITomomiby.

Paznen «Ilomomip» na€t 4OCTyI K JTaHHOMY PyKOBOJICTBY.

Hns noctyna k pazneny «IloMors» HeoO6X0auMo:

4. Botitu B 10 nonw3oBarenem ¢ poibio « Anmunuctparop Mby.

5. Haxarb Ha KHOIKY . B MIPABOM BEPXHEM YIIIy PSAAOM C JIOTUHOM
II0JIb30BATENS.



A Adminls

@ o nporpamme

©® nNowmouws

6. B BbIIIaBIIEM CIIHMCKE
[Tocie BBITOTHEHUS JaHHBIX ACHCTBUN OTKpoeTcsl PykoBoicTBO B popmare

HaxxaTh KHONIKY [lomoub.

*.pdf.
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5. JEVMCTBUS I[TPU ABAPUMHBIX CUTYALIUSX

[1O nomxna obecrneunBaTh KOPPEKTHYIO 00paOOTKY aBapHIHBIX CUTYyAaIlHi,
BBI3BAHHBIX HEBEPHBIMH JICUCTBUSAMU aIMUHUCTPATOpa, HEBEPHBIM (popMaToOM MiH
HEJOIMMYCTUMBIMU 3HAYEHHUSAMHM BXOJHBIX JaHHBIX. B yKa3aHHBIX clydasx
aJIMMHHCTPATOPY BBLAAIOTCS COOTBETCTBYIOIIME aBapHUilHBbIE COOOIIEHHUS, IOCIHE
yero IO Bo3Bpamiaercs B pabouee COCTOSIHUE, MPENLIECTBOBABILIEE HEBEPHOU
(HeIomycTUMOM) KOMaHAE WM HEKOPPEKTHOMY BBOAY JAAHHBIX. ABapHilHbIE
CUTyalluu MOTYT BO3HUKATh KaK M3-3a OLIMOOK B MPOTPAMMHBIX IPOAYKTaX, TaK U
M3-3a HETIPABUJIBHON HACTPOMKH.

OCHOBHBIMM NpU3HAKAMH ABAPUUHON CUTYALINH SIBISIOTCA:

1. OtcyrcTBHE Ha 3KpaHe HEOOXOAUMOW CTPAHUIIBL.

2. OxHa ¢ cCOOOUIEHUSIMU O HELLITATHON CUTyallUu.

[Tpu oTKa3e MarHUTHBIX HOCUTENEH WM OOHApYKEHUs OMIMOOK B JaHHBIX
aamunuctparop 1O nomkeH BOCCTaHOBUTH (ailiibl M JaHHbIE, HEOOXOAUMBIE TS
KoppekTHoit padoTsl [10 u3 nocneaneit pezepBHoi konuu. Eciu aqMuHucTpatop He
MOXET YCTPaHUTh OMIMOKHU B JTAHHBIX, CIEAYyeT 00paTtutbes K pazpadoruuky I10.
[Ipu >TOM HEOOXOAMMO yKa3aTh NEPEYEHb IAHHBIX, COJEPKAIIMX OIIMOKH U
MpaBUJIbHBIE 3HAUEHHS HCKaXKEHHBIX aTpHUOYyTOB

B ciiyyae BO3HMKHOBEHUS JAPYTUX aBapUMHBIX CUTyaIuil mpu padore ¢ [10
U HEBO3MOXHOCTH YCTPaHUTh MX C IIOMOIIBK CPEACTB aJIMHHHCTPHUPOBAHUS,
CUCTEMBI yIpaBiieHUs 0a30i1 TaHHBIX, ONIEPALIUOHHOMN CUCTEMBI CIIeyEeT OOpPaTUTHCS
Kk paspaboruuky I[1O. Ilpu sToM HEOOXOAUMO OmNUCATh MPHU3HAKK aBaAPUIMHON
CUTyalluM W  JEUCTBUS, KOTOpble ObUIM  BBINOJHEHBI  MOJb30BATEIEM
HETIOCPEACTBEHHO Iepe]l BOSHUKHOBEHUEM aBApUWHOW cuTyaunu. Huxke onmcansl
OCHOBHbBIE€ BO3MOYHBIE aBApUIHBIE CUTYAIIMHU U CTIOCOOBI UX PEIICHUS.

ABapuiiHas Bo3MoskHbIe mOTEpH Cnoco0 TuKBUAALNH HUcnoanurean
CUTYyal U HH(poOpManuH MOCJIeICTBUH
CoOoit onepanronHoit | Bes uHpopmanus, | BoccraHoBineHHEe TaHHBIX | AZMUHUCTPATOP
CHUCTEMBI CepBepa noctynuBmas B [1O ¢ | U3 pe3epBHBIX KOIUN
MOMEHTa  OKOHYaHUs
IOCIIEHETO
PE3EPBHOIO
KOIUPOBAHUS JaHHBIX.




ABapuiiHast Bo3MoskHbIe moTEpH Cnoco0 muKkBUAALNH Hcnosnurein
CUTYyalus uHpopManuun MOCJIeACTBUM
Beixog w3 crpos | Bes uHpopmanus, | BoccraHoBineHue TaHHBIX | AIMHUHHUCTPATOP
JKECTKOI'0 TUCKA nocrynuBmass B IIO ¢ | U3 pe3epBHBIX KONUN
MOMEHTa  OKOHYaHUs
IIOCJICAHETO
PE3EPBHOTO
KOIIMPOBAHUS JaHHBIX.
OtcyrcTBHE Ha | HecoxpaHeHHBbIE Ilepesarpyska cTpaHuubl | AJMUHUCTPATOP
JKpaHe aIMUHHCTPATOPOM KHONKOH  «OOHOBUTBHY
HE00X0IUMO TaHHBIS HWHTEpHET-0pay3epa;
CTPaHHULIbI B BO3BpaT Ha NPEAbIIYIIYIO
IIOJICUCTEME CTpPaHULy U IOBTOPHBIN
aJMMUHHUCTPUPOBAHU KJIUK II0 CCBhUIKE Ha
b HEOOXOIUMYIO CTPaHUILY
OxkHa ¢ | Hecoxpanennslie Brimonauts AJIMUHUCTpATOP
cooOuieHussMu 00 | aIMUHHCTPATOPOM pPEKOMEHIaLnH,
ommnoKax B | JaHHBIE yKa3aHHbIE B COOOIICHUU.
BEJCHHBIX  JaHHBIX
MOJICUCTEMBI
aIMUHHCTPUPOBAHU
A
Omnbxwu, cBszanHble | Mapopmanus, [Iepesamyck AMUHUCTpPATOP
c IPOrpaMMHBIM | ocTynuBmas B IIO ¢ | COOTBETCTBYIOLIETO
obecnieueHreM MOMEHTa  OKOHYAHUS | IPOrPaMMHOTO
IIOCJIETHETO obecrieueHus,
PE3EPBHOTO nepesarpy3ka  cepBepa,
KOIIMPOBAHUS JAHHBIX | BOCCTAHOBJICHHE JaHHBIX
W3 PE3EPBHBIX KOMUHI
[Honras 3arpy3ka | OTCyTCTBYIOT CoBMmecTHO ¢ | AnMuUHHCTpATOp
crpanui I10 COTPpYAHHUKAMHU
nH(}OpMaLOHHON
0e30macHOCTH
OpraHMU3aIH IPOU3BECTH
HaCTpPOWKY aHTHBHUpYyCa

«Kaspersky Security mas
Windows Server»
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[MTPUJIOKEHUE 1

Mepb! HHPOPMAITMOHHON 1 KOMMYHHKAITMOHHON 0€301acHOCTH

Ne HaumenoBanue Mepa
Mephbl
1 2 3
1. 3ammra nepepaun | s nepegaud JJaHHBIX B CETH HEOOXOAMMO HCIOJIBb30BaTh
JTAHHBIX B CETH IPOTOKOJIBI 0€30MacHOM Mepeaud JaHHBIX (TEXHOJIOTUU
VPN, TLS wu Tt.1). Baxnbie pnaHHble (4yBCTBUTEIbHAS
uHpOpMans) JIOJDKHBI IepelaBaTbcs B 3alIU(PPOBAHHOM
BUJIE.
2. Benenue u MexaHu3M 3anucy JOKEH ObITh AKTUBEH BO BCEX CUCTEMaX U
MOHHUTOPHHT 3alIMCEH |CETEBBIX YCTPOWCTBAX. 3alMCH JOJDKHBI XPaHUThCA Ha
OTCJIEKUBAHMUA U |yCTPOMCTBE MJIM BO BHEIIHUX CHCTEMax B TeYEHHUE
ayauTa NPUEMJIEMOTO TIEpHOJa BPEMEHH B  COOTBETCTBHH C
TpeOoBaHUsIMU  WHGOPMAIIMOHHOW  0€30IacHOCTH U
COOTBETCTBYIOIIUM 3aKOHOJATEILCTBOM, W JIOJDKHBI OBITh
3a0IMINEHBl  OT  HECAHKIMOHUPOBAHHOTO  JIOCTyNa |
M3MEHEHHUH. 3anucu JOJKHBI ObITh 0€30MacHO YHHUUTOXKEHbI
10 KCTEYCHUH MTPUEMIIEMOTO TIEPHOA, ONPEACTCHHOTO ISl UX
XpaHEHUSI.
3. VYnpasnenue JlelicTBUS CHUCTEMHOTO aJMMHUCTpATOpa, OIEpaTOpoB U
3aMUCsAMH ayIuTa  |MOJIb30BATENCH OJHKHBI PETUCTPUPOBATHCS B IMPHIIOKEHHH,
3aIlMCH JIOJDKHBI XPAHUTHCS JTOJKHBIM 00pa3oM.
4. Wcnons3oBanue | /ls1 Bcex cucteM, MOAKIIOUEHHBIX K CETH (CEpBEPOB, pabounx
cepBepa BPEMEHHU | CTaHIUil, MPOAYKIUNA Oe30MacHOCTH, CETEBBIX YCTPOHCTB U
T.JI.), JOJDKHBI  OBITh  TPEAYCMOTPEHBI  MEXaHH3MBI
CHUHXPOHM3AIMK BpeMeHU. B KauecTBe UCTOUHMKA HAJEKHBIX
METOK BpPEMEHH JOJDKHBI TPHUMEHSTHCS OCHOBHOW U
pEe3epBHBII cepBep TOUHOI'O BPEMEHH.
Cm. mepy Ne 91
S. [TonpoOHoe BenieHre |3amucu  OTCIIEKHBAHMUS ~ ONEPALMOHHOM  CHCTEMBl |
3arnmcei NPUJIOKEHNH HEOOXOMUMO XpaHWUTh, BKIIOYAs ONHCAHUE
COOBITHUS, UCTOYHHUK COOBITUS, BpeMsl cOObITHSA, MHPOpMAIUI
0 ToJB30BaTeNe / CUCTEMe, ajapeca HCTOYHHWKA, ajpeca
Ha3HAUEHUs M JIeTalld OIEepaluy, a TakkKe HUX LEeJOCTHOCTb
JIOJDKHBI OBITh 3aIUIIEHBl METKOH BPEMEHH.
6. VYnpasnenue JloKHBI OBITH IPUHSATHI MEPHI AJISL IPEJOTBPAILCHHS aTak Ha
HEYIauHBIMHU MEXaHU3MBI BXOJIa B CHCTEMY C HCIIOJIb30BAaHHEM METOJIOB
HOTBITKAMHU BXOZa B |TpyOoii cuiibl (mepebopa maposieil), Takue Kak: orpaHHYeHUe
CHCTEMY 3allpoCOB, YBEIMUYCHHE TaliMayTa MEXAy 3alpocamu,
6nokupoBka IP, 6mokxuposka noib3oBareneid, CAPTCHA u
T.1. JlomkHa OBITh (QYHKIMS pPETHCTPAMU HEYIAYHBIX
TIOTIBITOK BXOJA.
7. N3menenne Bce monp30BaTeny M Maposu 1Mo YMOTYAHHIO, UCTIONTB3YEMbIE
MOJIb30BaTee U |B TECTOBBIX CpefaX, JOJDKHBI OBITh yJaJleHbl WM W3MEHEHBI
naposiei mo nepe1 3aIyCKOM.
YMOJTYaHHIO
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
8. Hcnonb3oBanne  |Jl1s BHECEHUS W3MEHEHHH B KOHQHUIYpaIHio, PEKUMBI
YIPaBIISIIOIUX palboThl, IpaB [OCTyna M T.I. JOJDKHBI HCHOJIb30BATHCA
AKKayHTOB OTJIE/IbHbIE IIPUBWIETUPOBAHHBIE ~ YYETHBIE  3aIUCHU
nojb3oBareneid. JlomkHa  OCYIIECTBIATBCS — PErUCTpaLUs
coOBbITUI (AEeMCTBUI) COBEpLIAEMBIX NPUBUIETHPOBAHHBIMU
YYETHBIMH 3alHUCIMHU.
9. 3aBepuieHMe be3nelicTBytoniye CHCTEMHBIE JIOCTYIIBI JIOJDKHBI  OBITh
HEOOpabOTaHHBIX |3aBEpLICHbI Yepe3 ONpPEIeICHHbINH epUO]l BPEMEHH.
CUCTEMHBIX JIOCTYIIOB
10. Ayrentudukanusa |octyn K KOPIIOPaTUBHBIM pecypcam JIOJDKEH
o0ecrieunBaTbCsl TOJIBKO rociie ayTeHTH(pUKanuu
10JIb30BATESL.
11. Coznanue 3anuceit | Onepanuu pe3epBHOTO KOIIUPOBaHUs JTOJIKHBI
OTCJIEKHUBAHUA JJI1 | PETUCTPUPOBATHCA B JKypHAJIaX CHCTEMBbl. 3alMCU JIOJIKHbI
oreparuii XPaHUTbCA B TEYEHHUU OIPENEICHHOIO IMEpPHOJia BPEMEHHU C
PE3EpBHOIO ydyeToM TpeboBaHU HH(OpMaMOHHONW O0€30IacCHOCTH U
KOIIMPOBaHUS COOTBETCTBYIOIIETO 3aKOHOJATENbCTBA U 3aIIMILEHbl METKON
BpPEMEHHU.
Cum. mepy Ne 2
12. OcymectBinenue | IIpuiioskeHust JOKHBI UMETh MHTEp(hENChl Ul YIpaBICHUS
yIpaBJICHUS YYETHBIMH 3alMCSMHU TI0JIb30BaTeNIel, W 3TH UHTEPQEIHCH
[I0JIb30BATEISIMU | IOJDKHBI ~ OBITh  JIOCTYNHBI ~ TOJBKO  ABTOPHU30BAHHBIM
MOJIB30BaTeIsIM. B mpuiokeHnu 1omkeH ObITh (yHKIIMOHAT
OJIOKMPOBKH YUETHBIX 3aIUCeH MMob30BaTesei Ha HEKOTOPbIi
IIPOMEXYTOK BpEMEHHU (Ha ONpeIelIeHHbIN epuo/l, yCIOBHUE U
T.J1.) WIM Ha JUIMTEIbHOE BpeMs (HaBCer/a, ecii He yKa3aHo
WHOE).
13. Coznanue 3anuceil | JloykHa OCYyIIECTBIATHCS perucTpaus COObITUM YCIEIIHbBIX U
OTCJIEKHUBAHUA JJI1 | HEYCHEIIHBIX MONBITOK ayTeHTHU(PHUKAINH.
onepanuit Cum. mepy Ne 2
ayTeHTH(UKaLUU
14. bezomacHocTh Korna monp3oBaTeny OCyIIECTBISET BXOJ B CUCTEMY, B MOJIE
ayTEeHTU(PUKALMOHHO |BBOJA MAapoJib IMOJB30BATENS MO YMOIYAHUIO JIOJKEH OBITh

1 uHpopMmauu

CKPBIT U HE JIOJIKEH ObITh BUJIUMBIM.

@ynkius  3a0plToro  maposii M JApyrue  CpeiacTBa
BOCCTAHOBJICHMSI HE JIOJKHBI paCKpbIBATh TEKYIIHUI Mapoib, a
HOBBIII TIApOJIb HE JIOJDKEH OTIPABIATHCA IOJB30BATEI0 B
BU/JIE OTKPBITOTO TEKCTA.

VY4yeTHble TaHHBIE JIs1 ayTEHTU(UKAIMY CIIEAYET NepeaBaTh
TOJIBKO 10 0€30MaCHBIM KaHaJlaM.

[Tapons unu npyras ayTeHTH(UKanMOHHAs MHGOpMAIHs He
JIOJI’KHA XPAHUTHCS B BUJIE OTKPBITOTO TEKCTA.

Jiis 3amuTel 3TOH MHQOpPMALUU  CIIEQyeT HCMOIb30BaTh
CHWIbHBIE KpunTorpadguueckue MeTonasl (mudpoBaHue,
«COJIEHHEY, Xelll), YCTOHUUBBIE K aTakaM Ipy0oil CHIIbL.

22



Ne HaumenoBanue Mepa
Mepbl
1 2 3
15. VYcranoBka nepsoro |[Ipunoskenue 10mkHO 0071a1aTh (PYHKIIMOHAIOM yCTaHOBHUTH
napoJst Oe30macHbIi MEXaHU3M TIE€HEpaluu M[apois M MeXaHu3Ma
NEPeChUIKH Il Oe30MacHON Iepesadyd CreHepUpPOBAHHBIX
naposieid. JlomkeH OBITh (PYHKIIMOHAI TNPUHYAUTEIBHON
CMEHBI IapoJIel IPU IEPBOM HUCIIOJIb30BAHHH.
16. He ucnons3oBath ums | B cucremax nosmkHa ObITh 0OecriedeHa BO3MOXKHOCTh CMEHbI
[I0JIB30BATENS U |[ApOJIs Ui BCEX CIYKEOHBIX (CEPBUCHBIX) YUETHBIX 3aruce
apoJu 1o (6a3pl aHHBIX, BeO-CepBEPbI, BBHINOJIHEHUE CKPUNTOB U
YMOJTYaHHUIO NAKETHBIX 3aJaHUi U T.1.).
B cucreme nomxHa ObITh oOecreyeHa BO3MOXHOCTb CMEHbI
YUETHOH 3aIUCH «I10 YMOJYaHUIO» JJISl CITY)KEOHBIX YUETHBIX
3anucei.
[Topsiiok cMEHBI CTy’KEOHBIX YUETHBIX 3allMCEl U Mapojieil K
HUM JIOJDKEH OBbITh  OTpaXXeH B  AKCIUTyaTallMOHHOMN
JIOKYMEHTAllUU Ha CUCTEMY.
CMmena mnapoisis ciayXeOHOM Y4YeTHOH 3amucu He JOJDKHA
PUBOJNUTH K HAPYIICHUIO PAOOTHI CUCTEMBI.
17. OtcyTcTBUE Kondunennuansnas unpopmanus, kiaoun APl u maponu He
ayTeHTH(HUKAMOHHO |IOJDKHBI COAECPIKATHCS B UCXOAHOM KOJIE H/HITH PETIO3UTOPHSIX
i uHpopMauu B |MCXOAHOro Koja. Bces ucnonb3yemast ayTeHTHU(UKALMOHHAS
UCXOIHOM Kojie  |MH(OpManusi AODKHA OBITh 3amu@poBaHa W XPaHUTHCS B
3anMIeHHoM Mecte. Eciiu ucnonb3yercs ayTeHTuuKanus Ha
OCHOBE MH(PACTPYKTYPBI OTKPBITOTO KIIFOYa, JOJKHBI OBITh
IPEIyCMOTPEHBl MEXAHU3MBI, pa3pellarolue JIOCTyIl K
3aKphITOMY KJIIOUY TOJIbKO aBTOPU30BAHHOMY I10JIb30BATEIIIO.
18. VYnpasnenue [Tonss BBOAA mapoist HE JOJDKHBI MPEMATCTBOBAaTH BBOIY
naposIMU JUIMHHBIX U CIIOKHBIX Maposeil (He MeHee 16 cHMBOIOB),
BKJII0Yast HUQPHI U CHIEMaIbHbIE 3HAKH.
B cucreme nomkeH ObITh pean30BaH GyHKIIMOHAT HACTPONKHU
TpeOOBaHUN K CIOXXHOCTH, JUIMHE, MHUHUMAJIbHOMY U
MaKCHMaJIbHOMY CPOKY JIEHCTBHUS ApOJIsl.
OyHKIMSA W3MEHEHHs MapoJisi JOJDKHA OXBaThIBaTh CTapbIi
1apoJib, HOBBIM MapOjb U MOATBEPKACHNUE TAPOIISL.
Bonpocsl B Buae MH(OpMAIMOHHOIO A0Npoca (CeKpeTHbIE
BOIIPOCHI) HE JTOJIKHBI MCIOJIB30BAThHCS /ISl Ay TEHTU(UKALINH.
19. Mepsl @DyHKIIMM BOCCTAHOBJICHUS U cOOpa mapoJsisi y4eTHO! 3ammcH,
MPEIOCTOPOKHOCTH |HE JOJDKHBI PAacCKpbIBaTh CBEJIEHUS O HAJIUYUU (OTCYTCTBHUH)
IPOTHB aTak Ha | y4YETHOM 3aIlUCH, a TaKKe MPUCYTCTBUS YUETHOW 3alUCH, HO
byHKIUN HEBEepHOM Tnaposie. BosBpamiaemble CBel€HHUS HE JOJKHBI
ayTeHTU(UKALUU | colepKaTh JeTaIu3UPOBAHHOM MIPUYHHBI OTKa3a
aBTOPU3ALINH.

Jns ayTeHTH(QUKAIMK JOJDKHBI MPUMEHSATHCS MEXaHU3MBbI
YCTOMUYMBBIC K aTaKaM BOCIIPOU3BEICHHS.

Jomken  ObITh  (yHKIMOHAT  NPUMEHEHHS  METO/0B
0e30macHOCTH Il TPENOTBPALICHUS aTak IpyOOH CHIIBI
(orpanuuenue 3anpocos, 61okuposka IP, CAPTCHA u 1.11.).
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Ne HaumenoBanue Mepa
Mepbl

1 2 3
VYcnex nporecca ayTeHTU(UKAIIMA HE CYUTACTCS YCICITHBIM
yepes Takue 3HaYeHUs, KaK pa3Mep makera.
Jliist nocTyna K y4eTHBIM 3alKicsiM He00X0IMMO HUCIIONIb30BaTh
MEXaHU3M ayTeHTHU(HUKALMK, YCTOMUYUBBIM K  arakam
BOCTIPOM3BEICHUSI.

20. Coznanue HoBoro | B pesynbraTte ayTeHTH(DUKALIMY U BCEX MPOIECCOB TOBTOPHOM
JOCTyTa ¥ HOBOTO |ayTeHTU(UKAIIMKA JTOJDKHBI CO3JaBaThCS HOBBIC CECCUU
uaeHTuuKaTopa |JOCTyma K CHCTEME W HOBbIE HACHTU(UKATOPHI JOCTYIIA.

JI0CTYyTIa MOCIIe NnentudukaTopsl JOCTyma JOJKHBI OBITH JIOCTATOYHO
MIPOLIECCOB JUIMHHBIMHM,  CIyYalHBIMM U  YHUKaJbHBIMH  Cpelu
ayTeHTU(UKAIUN | IEHCTBYIOIIUX CUCTEMHBIX  JIOCTYIIOB. CoznaHHbIN
UACHTU(PHUKATOP JOCTyNa HEOOXOIMMO HCIOJIb30BaTh TOJIBKO

OJIMH pa3 (B paMKax YCTaHOBJIEHHOW CECCHH JIOCTYIA).

21. [TpoBepka WnentudukaTopsl JOCTyIa, CO3JAHHBIE MPHIOKEHUEM,

MTOITTUHHOCTH JOJKHBI HCIIOJIB30BATBhCS B KadeCTBE HJICHTU(UKATOPOB

J0CTyna u aKTUBHOTO  JocTyna B  mnpwiokeHnun. Heobxomumo
obecriedeHue ero  |o0ecreynTb,  4YTOOBI  WACHTU(HUKATOpP  JOCTyHma  He
0€30I1aCHOCTH otobpaxanicas URL-aapece, cooOmenusx o0 ommOkax u
JKypHaax perucrpanuu COOBITHIA. Heo0Oxonumo
MPEeOTBPAaTUTh Tepe3anuch UAeHTU(HUKATOpa [0CTyna B

URL-anpece.

22. 3aBepliieHue @OyHKIMS BbIXOJA M3 CHUCTEMBI JIOJDKHA OBITH JOCTYIHA CO

MOJI30BATEIILCKUX |BCEX CTPAHUI], JOCTYII K KOTOPBIM OCYIICCTBIICTCS C

JIOCTYTIOB nomotiplo ayreHTudukanuu. Kpome Ttoro, Heobxoaumo
OTIPE/ICNIUTh CPOK JIEHCTBUS CO3JAHHOTO HJICHTH(HUKATOpA
noctyna. JlocTym [OKeH CTaTh HEACHCTBUTEIBHBIM IO
WCTCUYCHUHU OIPENICIICHHOTO BPEMEHH, MOCIIe OMPEICIICHHOTO
nepuofa Oe3eHCTBUS WIM TOCIE BBIXOJA MOJIb30BATENs W3
CUCTEMBL. Mexanu3m ABTOPHU3AINAN HE00XO0 MO
UCIIONIb30BaTh B Tpollecce OOHOBJIEHHSI COOTBETCTBYIOIIMX
nepuonoB. Kpome Ttoro, B cuTyauuu, Koraa uHpopManus
OPUBOJUT K  TOMY, 4TO  JOCTyN CTaHOBHTCA
HEJICHCTBUTENFHBIM (OOHOBIIGHHE TIApOJIs  IOJIh30BATEIs,
OOHOBJICHHE aBTOpPHU3ALUU U T.J.), HEOOXOAUMO 00ECTeYUTh
3aBEpIIICHHE AKTHBHBIX JIOCTYIOB. [IpH cHCTEMHOM BBIXOJE
BCe 00JacTH BPEMEHHOTO XpaHeHHs U (Qaitiasl  COOKie,
CBSI3aHHBIC C JIOCTYIIOM Ha KJIUCHTE U CepBEpe, JOJIKHBI OBITh
yAaJeHbI TPUIIOKECHUEM.

23. Hcnons3oBanue HeobOxomnMo HMCHoOab30BaTh MEXaHU3MBI  0€30IacHOCTH
MEXaHHU3MOB JOCTyTIA, obecrnieurBaeMble 1aTGopMon, SI3BIKOM
0e30macHOCTH MIPOTPaMMHUPOBAHHUS U TIPOTOKOJIOM CBSI3H.

J0CTyTna B  cookie  ¢aitmax  BeO-mpwiokeHHH — HE00XOAUMO

ucnonb3oBats ¢uarm HTTPOnNly, Secure, SameSite u T.1.
Kapra uaeHTH()UKATOPOB OOCTyIA, XPaHAIIUXCS B (Qaiimax
cookie, O/DKHA HWMETh OTPAHUYHMTEIBHOE 3HAYCHHE,
HOIXOJISIIEE IS IIPHIIOKEHHSL.
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
24. VYnpasienue [Tpunoxenne NOMHKHO 00J1a1aTh (PYHKLIMOHAIOM HACTPOMKHU
aBTOpH3aLuen poseii. [lonb3oBarens NOMKEH UMETh IOCTYI U UCIOJIb30BaTh
TONBKO T€ KOMIIOHEHTHI M PECypChl MPHIOKEHHS, IS
KOTOpPbIX ~OH  aBTopu3oBaH. KoHTpoibHas  npoBepka
ABTOPH3AIMU JIOJDKHA TMPUMEHSTBCS Ul KaXKAOTO 3ampoca K
HPUII0KEHUIO.
25. Perucrpanus nocryna | [Ipunoxenne 10JKHO IMETh BO3MOXKHOCTD CO3/IaBaTh 3aIUCH
K BXXHBIM JJAaHHBIM U |ayJuTa Ul PErucTpalud AOCTyHa K JIaHHBIM U pecypcam,
pecypcam KOTOPBIMH OHO YITPaBIIsieT.
Cm. Mepy Ne 2
26. Daitibl CucreMHbIe Gaiins u Gaitbl KOH(UTypaIyH,
KOH(pUrypaluy, |IpHHAIeKALIMe IPUIOKEHUIO, a TakKe HH(pOopMalUs, Takas
3aMMcy ayInTa, KaK 3aliCy ayAnuTa M 3allUCH OTCIE)KHUBAHUS, HE JIOJDKHBI
3aIllUCH XPaHUTHCSA B TOM K€ MecCTe (KaTajor, CUCTEMHbIH pa3jien U
OTCJICKUBAHUS U T.JA. |T.J.), [JI€ UMEIOTCS M10JIb30BATEIbCKUE JAHHBIE.
Hexpanenue Cwm. mepy Ne 2
UHPOPMALIUU B TOM
e MeCTe, 4To U
10JIb30BATEbCKUE
JTAaHHbIE
27. OTKITIOYUTD B cucreme (I10) momxna OBITH MpexycMOTpeHa (QYHKIUS
KEILIMPOBAaHUE OTKJIFOYEHHS BO3MOXHOCTH KJIIMPOBAaHUS JAHHBIX Ha
KIJIMECHTA JIJIS CTOpPOHE KJIMEHTA.
KPUTHYECKHX JIaHHBIX
28. He xpanuTth pecypcsl, | [IpiiokeHne He MOMKHO XPaHUTh 3allMCH, KOTOPBIE OHO
UCTIOJIb3yeMble UCTONB3YeT WM CO3JaeT (M300pakeHusi, opucHbIe (ailisl,
NPUJIOKEHNEM, B [3allUCH  OTCJICKUBAaHWS M T.J1.) B HEOE30macHBIX cpeaax
He0e30MacHbIX (o6muii karanor, USB-auck u T.1.).
cpenax
29. [TpoBepka ¢aiinos, |IIpunosxkeHnue 10JKHO IPOBEPATH TUII U COAEPKUMOE (ailsios,
MOJYYEHHBIX U3 | [OJYYEHHBIX u3 HEHAJIeKHBIX HCTOYHHUKOB, u
HEHAICKHBIX YIOCTOBEPATHCS, HE COIEPIKAT JIU OHU COAEPIKUMOE, KOTOpPOe
HUCTOYHHUKOB MOYKET TPUBECTH K YSI3BUMOCTH 0€30MacHOCTH. DT (hailibl
JIOJDKHBI XPAaHUTBCSI C OIPaHMYEHHBIMHM pa3pelleHUsMU BHE
OCHOBHOT'O Karajora MpWIOKEHUd. OTH (¢ailibl Henb3s
3aIlycKaTh U BKJIIOYATh B 3aIyCKAIOMIMNA KO/ (KaK mapamMeTphl,
paCHIMPEHHE U T.11.).
30. OrpanuueHue [Tpy coBMECTHOM HCIIOJIb30BaHUE PECYPCOB MEXIY Pa3HBIMHU

JocTyna K pecypcam

ucrounukamMu (CORS) cnemyer mnpenoTBpaTuTh AOCTYI
HEHAJeKHBIX  pPEeCypcoB K  JaHHBIM  MPHIIOKCHHS.
[TepenanpaBnenuss URL-anpecoB TOMKHBI  BBIMOIHATHCS
TOJBKO HAa W3BECTHBIC ajpeca W3 OeNoro Cmmcka, W, €Ciu
TpeOyeTcsi TepeHanpaBlieHHe Ha HEW3BECTHBIE ajpeca,
HEOOXOIMMO TPEAYNPEIUTh U TONYYUTh ITOATBEPIKICHUE
M10JIb30BATESL.
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
31. Hcnonp3oBanue B |11 mOpuioKeHMH — JOIDKHBL  OBITH  HCIOJB30BAHBI
IPUIIOKEHUU OOHOBJICHHbIE M CTaOWUJIbHBIC BEPCHUM KOMIIOHEHTOB, 0a3
KOMITOHEHTOB JAHHBIX, BEO-CEpBEPOB W T.I. HE COJEp)KAIIUE H3BECTHHIX
OOHOBJICHHBIX MEp | ysI3BUMOCTEH U NOJIEP/KUBAEMbIE IPOU3BOJUTEIIEM.
oesomacHoct 1 | Pa3zpaborunkom [10 nomkna ObITh OOECTIeueHa BOZMOKHOCTh
UCIpaBJIECHUI OOHOBJICHHsI TNPOrpaMMHOr0 oOecreueHuss (B TOM YHCIIe
ONEpallMOHHOM cHucTeMbl H 3auMcTBOBaHHOro I1O) 6e3
HapyeHust paboTOCIIOCOOHOCTH MPUIIOKEHMSL.
Cwum. mepy Ne 97
32. VxkecroueHue HeoOxomnMo wucnoip3oBarh Oe3onacHble 3arojioBku HTTP
3anmThl coBMecTHOro | (X-Frame-Options, Content-Security-Policy wu  T.1.) mms
UCIOJb30BaHUS  |IPUWIOKEHUS W obecreueHHus OE30IaCHOCTH PEecypcoB Ha
pecypcoB u cTopoHe KkiueHta. KoHTponmb  mocTyma  HEOOXOIMMO
0e30macHOCTH OPOBOJUTH JUIsl (paiijioB, AAHHBIX WJIH PECYpPCOB, KOTOPbIE
KOHTEHTa IPUIOKEHNE MCHOIb3YeT COBMECTHO C APYIMMHU CHCTEMaMH,
HPUIIOKEHUSIMHU WM JIIOJbMHU.
33. 3amuieHHas u Jomxna  OBITH MpeOCTaBIeHa  JKCIUTyaTallMOHHAs
paszaenbHast JIOKYMEHTalus, CojiepKallas B TOM 4YHCIE€ HHCTPYKLUU U
YCTaHOBKA peKoMeHaluu 1Mo Oe30macHOW YCTaHOBKE M HACTpOike
HPOAYKTOB.
[Ipunoxxenue JOMKHO OBITH pa3pabOTaHO C UCIOJIb30BAHUEM
MHOTOYPOBHEBO# apxuTeKTypbl (multitier architecture), u mis
KQX/IOTO YPOBHS JOJDKHBI OBITH CO3JaHBl MEXaHH3MBI
0€30MacHOCTH.
ba3bl MaHHBIX W 3aluCH, WCIOJb3yeMble MPHUIOKCHHUEM,
JIOJDKHBI OBITh HACTPOEHBI TaK, 4TOObI K HUM HeJb3s ObLIO
MOJYYHTh JOCTYN HampsiMylo u3 MHTepHeTa.
34. Hoctyn k cepBepam u | Heo6xonuMo npuUMEeHHTh HEoOXoauMble KOH(UTrypanuu
pabouuM cpenam | 0€30MMaCHOCTH, YTOOBI TOJBKO MIPUIIOKEHNE "
TOJIBKO JUISI aBTOPHM30BAaHHBIE IOJIB30BATEIM MOIJTHM MOJIYYUTh JOCTYI K
MPUIIOKEHUHN U ceppepaM M pabouuMm cpeaam (0a3e naHHBIX, (alIoBO
aBTOPU30BAaHHBIX  |CHCTEME, CIyk0aM M T.1.).
IOJIb30BaTEIEH
35. Hcnonb3oBanue |/l obecnieueHus] B3aMMOACHUCTBUS MEXAYy KOMIIOHEHTaMH
YUETHBIX 3aIUCEeH C |MPHIIOKEHHSI U cepBepamMu (HarpumMep, CepBep MPHIIOKESHUNA —
MUHUMAaJIbHON cepBep 0a3bl JaHHBIX) JOJDKHBI HCIIOJIB30BAaThCSl yUETHBIE
aBTOpH3AIIHEH, 3alUCH C MWUHUMAJIbHBIMH TPUBWICTHSIMH HEOOXOTUMBIMHU
HEOOXOJUMBIX JUIsL | ISl 0OecreueH s TAKOTo B3aUMOCHCTBUS.
CBSI3U MEKIY
cepBepaMu
36. He ucnons3zoBanue | /lanHble, KOTOpble OyAYT UCIIOJIB30BATHCSA B Cpelie pa3paboTKu

peabHbBIX JaHHBIX B
cpene TeCTHPOBaHUS
U pa3paboTKu

U / WIM TECTHUPOBAHUS, HE JODKHBI OBITh peaTbHBIMU
naHHbIiMU. [loaTOMY maHHBIE, TOAXOIAIINE ISl ATOM IIEJNH,
JOKHBI ~ OBITH  CO3MaHBI  JUJII  HUCIOJL30BaHUS B
COOTBETCTBYIOIIIUX CpPEAaX.
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
37. Hcnonp3oBanne | CepBepHbIE WIN KIMEHTCKUE TEXHOJIOTUH, ISl KOTOPBIX UCTEK
TEKYIUX KIMEHTCKUX |CPOK TEXHUYECKOM MOAJEPKKH OT NPOU3BOIUTENS, C
U CEPBEPHBIX ySI3BUMBIMH MepaMH O€30IacHOCTH HJIM TEXHOJIOTHH, CPOK
TEXHOJIOTUI JIeMCTBUSL KOTOPBIX UCTEK, HE JOJKHBI UCIIOIb30BAThCSL.

38. Brmonnenue tectoB |loikeH ObITH BBIMOJHEH BHEIIHUI aHATU3 MPHIOKEHHUS Ha
0e30macHOCTH npeaMer BBISIBJICHUS YSI3BUMOCTEH ~ IIPOrpaMMHOIO
IIPUIIOKEHU N oOecrieueHus, a  TakkKe  IMPAKTUYECKUH  TeCT  Ha

IIPOHUKHOBEHHE, C MPEAOCTABICHUEM OTYETa 0 pe3yIbTaTaM
TECTUPOBaHUs NpuioxkeHus. [Ipu BbIIBIEHUH yA3BUMOCTEN
HNPUIIOKEHNS U (WIN) BO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO
JocTynia K CepBepy, INPHWIOKEHUIO, JaHHBIM — HEJOCTaTKU
JOJDKHBI  OBITh  yCTpaHEHbl JI0 Iepefayd HpPUIIOKEHUs
3aKa34MKy.

39. OtcyTcTBHE VYenyru 0071auyHOrO XpaHEHUsS HE JIOJDKHBI HCIOJIb30BaThCS
KOPIIOPAaTHBHBIX  |ig cOepexeHuss / XpaHEHUs BAKHBIX KOPIOPATHBHBIX

JAHHBIX B OOJIAYHBIX |/JaHHBIX, 32 UCKIIOUEHUEM YaCTHBIX CHUCTEM KOMIIAHUU WJIU
XpaHUJIUILAX MECTHBIX [IOCTaBIIMKOB YCIIYT, KOHTPOJIUPYEMBIX
opranu3zaiei BHyTpu Pecry6nuku benxapyce.

40. JlocTyn TOJIBKO Joctyn k 0a3aM MJaHHBIX W HOCHTENSM TPWIOKEHUS, B
AaBTOPU30BAHHBIX |KOTOPBIX XPAHATCS JAHHBIE, JOJDKHBI BBIIOJIHATHCA TOJIBKO
[I0JIb30BATENEH K | aBTOPU30BAaHHBIMU I10JI30BATEISIMU, Ha COOTBETCTBYIOLIUX
0a3aM JaHHBIX 1  |MCTOYHHMKAX JIOJDKHBI  BBIMOJHATBCA ~ aBTOpU3ALUS U

HOCUTEIISAM, B HaCTPOUKHU.
KOTOPBIX XpaHATCS
JTaHHBIE
41. OkcenopT 0a3bl OkcnopT 0a3bl JTaHHBIX MPHUIOXKEHHs (COXpaHEHHE B BHUJIE
JAHHBIX ¢aiinos, nepeaaya B JOKAJIbHbIE U yAaJCHHBIC IPUITOKECHHS
aBTOPU30BaHHBIM |M T.A.) JOJDKEH BBINOJHATBCA TOJIBKO aBTOPU30BAaHHBIMU
110JIb30BATEIEM YYETHBIMH 3aIHCSIMH.
42. OtcyrtcTBHE daxkTHYECKHE TaHHbIE HE TOJIKHBI UCII0JIb30BAThCS B KAUECTBE
peasbHBIX JAaHHBIX B | TECTOBBIX JaHHBIX. ba3a TaHHBIX B cpelax pa3paboTKu U / Win
0a3e JaHHBIX, TECTUPOBAHUS HE JIOJDKHA COJEpP)KaThb pEalbHBIX JaHHBIX.
WCIONb3yeMol B |BMecTto 3TOro mis COOTBETCTBYIOIIMX OINEpalHil CHEAYET
CpeJle TECTUPOBAHMSI | MCIIOJIb30BaTh CIIELUAIbHO CTEHEPUPOBAHHBIE JaHHBIE.
U pa3pabOTKH Cwum. mepy Ne 36

43. 3amnperieHue B nmpunoxeHuun JA0mKeH OBITh pealn30BaH  MEXaHHU3M

I10JIb30BATEISAM OTpPaHUYEHHUs JOCTyIa K KypHallaM PerucTpalud COOBITHM.
BHOCHUTb U3MEHEHHUS B | JJOCTYIl K ypHallaM perucTpauuu cOOBITUN B TOM YHCIIE Ha
3alMCH ayInuTa IIPOCMOTP, YAAJIEHUE, PE3EPBHOE KOMUPOBAHUE U T.Jl. TOJKEH
NPENOCTAaBIAThCA,  TOJABKO  YYETHBIM  3allUCAM  C

COOTBETCTBYIOIIMMHU IPUBHIETHAMHU (yIUTOD).
B npunosxeHuu NOIKHBI OBITH MPEAYCMOTPEHBI MEXaHU3MBbI
HKCHOPTA KypHaia COOBITUN B MalIMHOYUTaeMbIX (opmarax

WJIU TIepeiada B CUCTEMBI cOOpa COOBITHIA.

44, He xpanuth nuunblie |IlepcoHanbHble JaHHBIE O0COOOTO XapakTepa 3anperieHo

JaHHbIE 0CO00T0

XpaHUTb B BHJAC OTKPLITOI'O TCKCTA B base JaHHBIX.
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
xapaktepa B Buje |CooTBeTcTByIomias uHpoOpManus JODKHA XPAaHUTHC C
OTKPBITOT'O TEKCTa B | MCIIOJIb30BAHUEM KPUIITOrPaQUUECKUX METOJOB, MPUHSATHIX
0a3e JaHHbBIX HAIIMOHAJIFHBIMU M / WJIM MEXTYHAPOTHBIMU CTAHAAPTAMHU.
45. [Ipenocrasnenue |IlpunosxkeHue HOKHO ONPEENSTh MIPUBUIIETUH 7S poJieid u /
NpPUBUJICTUH Yepe3 |WiM mpoduiei, a He A MOoJb30BaTeield, B COOTBETCTBUHU C
poJu 1 / Ui OPUHIIMIIOM  MUHUMAQJIBHOM  aBTOpU3allMM B paMKax
npoduu BO3MOKHOCTEH, MpeiaraeMbix 02301l TaHHbBIX.
46. He ucnonp3oBare | Hebe3omacHbie KOHPUTYpalud IO YMOJTYaHHUIO (TIPOTOKOJ
KOH(UTypalyy 0 | CBSI3U, HEHYXHble (YHKIMM Oa3bl JaHHBIX, HEOE30IacHbBIC
YMOJTYaHHUIO HACTPOCHHBIE NMapaMeTphl MO0 YMOIYAHUIO U T.J.) HE JOJKHBI
UCTIOJIb30BaThCs B 0a3axX JaHHBIX.
Cwm. mepy Ne 93
47. BrisiBnenue ommbok |[IpunoxkeHns JOKHBI  OBITH  CHPOCKTUPOBAHBI  TaKUM
U TIepexo/ B o0pa3oM, 4TOOBl OOHAPYXKHUBaTh JIOOBIE OIIMOKU, KOTOPHIE
6e3omacHoe MOTYT BO3HHUKHYTh, M TI0 YyMOJYAHHIO TIEPEXOJIUTh B
COCTOSTHHE T10 0e30MacHble COCTOSIHUS B CHUTYaIUSIX BBISBICHHUS OIIUOKHU.
YMOJTYaHHIO Hanmpumep, B ciiyuae OIMOKHM BO BpeMsl aBTOPHU3AIHH,
NPUIOKEHHWE  JODKHO  OCTaHOBUTH  COOTBETCTBYIOIIWIN
npoIiecc, a NoJIb30BaTeNb HE IOJKEH ObITh aBTOpH30BaH. Eciin
B IIpolecce ayTeHTH(PHUKAUN OOHAapyKHUBAaeTCs OIINOKA,
CJIEZlyeT 3alpeTHTh MOJbH30BATENI0 BXOIUTH B MPHIIOKECHHE.
[TonpoOHast nHpOpPMAIUS O COCTOSIHMM OIIMOKH HE JIOJDKHA
0TOOpaXaThCsl MOJIb30BATEIIIO.
48. Co3znanue 3anucei | IIpunoxkenue 101KHO UMETh BO3MOXKHOCTb CO3/1aBaTh 3aIUCH
OTCJIE)KUBAHUS 00 ycrexe 1 Heyaaye onpeAeseHHbIX COOBITUI 0€30acCHOCTH
OLIMOOK U /  omepanuii  (M3MEHEHHMS  aBTOpU3AIMH, HW3MEHEHUS
UACHTU(PUIIMPOBAHHBI | IOJIb30BaTENIEH, Mpouecchl ayTeHTudukanuu). B 3amucu
X COOBITUH OTCIE)KHUBAHMS JOJKHA OBITh KaK MHUHHUMYM CJEAyIomIas
uH(popManus:
. Wudpopmanus o moib3oBareie, COBEPIIUBIIEM
omepanuio  (pu3MUECKOe  JIMII0O WM  TOJB30BaTElb,
OTIpeIeIeHHBIN AJIs1 MPOTrPaMMHOI0 IpoIiecca)
. Bpewms o6pabotku
. Wnentudukatopsl HCX0IHOH U 1ieneBoi cuctemsl (1P,
HaWMEHOBaHHE cepBepa U T.1I.)
. CBojka oneparuii (ycreniHas oneparus, HeycremnrHas
omnepanws 1 T.11.)
49, OtcyTcTBUE [TpunoskeHre He TOMKHO CO3/1aBaTh COOOIICHHs 00 OMMOKax

coo00I1IIeHns 00
OIIIMOKE MJIH 3aIHCH
OTCJIC)KVBAaHU,
BKJIIOYAIOIIei
MepCOHAITBHBIE
IaHHBIE 0CO00Tr0
XapakTepa

WM 3alliCh  OTCIC)KUBAHHA, COACPKAIIMUC TIEPCOHATIBHBIC
JaHHBIC ocoboro XapaxkTepa.

28



Ne HaumenoBanue Mepa
Mepbl
1 2 3
50. Bxurouenue HNudopmanus o BpeMeHH JI0JDKHA OBITh BKIIOYEHA B 3alUCH
uHpopMaLuU 0 MPUIOKEHHUS, YTOOBI MOXHO OBUIO MPOBECTH HCCIEIOBAHUE
BPEMEHH COOBITHI B | BPEMEHHOM IMOCIIeIOBATEILHOCTH COOBITHIA.
3anmcsx
OTCIICKUBAHHS
51. Obecnieuenue [TpunokeHrue He OJKHO MO3BOJSATh U3MEHATH WU yAAJISATh
0e30macHOCTH 3alUCH OTCIIEKUBAHMSA, YTOOBI 00€30IaCUTh UX MPH B3JIOME
3anucen cepBepa MPUIIOKEHUM.
OTCJICKUBAHUS Cum. mepy Ne 2
52. [IpenorBpamenue |YToObl rapaHTHPOBATh TOYHOCTH M LEIOCTHOCTD 3amuceil (He
WCTOJNB30BAHUSL  |JOMyCKash  IOAJENIKY  JIOTOB), TPWIOKEHHE  JOJDKHO
3anucen OCYIIECTBIISITh KOHTPOJIb BBOJUMBIX JIaHHBIX MJIsi 3aIlMCeH,
OTCJIOKHMBAHUSA B | MCIIOJIb3YEMBIX IIPH CO3/IaHUH 3aIMCeH OTCIe:KuBaHus. Takue
KauecTBE BEKTOpa |Mephl, KaK KOJUPOBAHHUE CUMBOJIOB U (PHIIbTPALIMS, TOJKHBI
aTaku OBITh peann30BaHbl TMPOTUB ys3BUMOcTerd (XSS u t1.1.),
KOTOpBIE MOTYT BOSHUKHYTb IIPH MPOCMOTPE 3aIKCEH.
Cwm. mepy Ne 66
53. besomnachoe Bce ayrenTudunupoBaHHbIE COCIUHEHHS B MPUIIOKEHUH,
UCTIOJIb30BaHNE coJepKalie KpUTHUECKUE TaHHbIE WIH (QYHKIMH, JTOJKHBI
npoTtokona SSL / TLS | BBIMONHATECS € HCHOJIB30BAHMEM JOBEPEHHOM BEPCHHU
npotokosia SSL / TLS, He comepxkaieil onpeneneHHbIX
ys3BuMmocTeil. B ceprudukarax uw Bo Bceill umepapxuu
cepTUdUKaTa CIEAyeT UCIOIB30BATh HAJIS)KHBIE AITOPUTMBI U
IOPOTOKOJIBI,  KOTOpble€  HAallMOHaJbHBIE W/  WIK
MEKYHAPOIHBIE OPTaHbl CYMTAIOT 0€30IaCHBIMH.
54, [posenenue ayautos | [lnst kaxaoro ceprudukara cepsepa Transport Layer Security
ceprudukara (TLS) oT moBepeHHOTO ILEHTpa cepTU(UKAIUU HEOOXOIUMO
CO3/1aTh LEMOYKY IOBEpHs, U KaX/Iblii 1ocTynHbII B IHTEepHET
cepTudUKaT cepBepa, JOKEH ObITh JeHCTBUTEIEHBIM.
[TpunoxeHne AOMKHO OBITH HACTPOEHO TaKUM 0OOpa3oM,
YTOOBI OHO MOTJIO IMTPOBEPSITH OT3bIB CEPTHU(PHKATA C TTOMOIIBIO
TaKUX METO/0B, Kak CIIMBaHME IPOTOKOJAa CTaryca
ceprudukara B cetu (cumBanue OCSP).

55. Brimonnenue aynuta |IIpuiokeHue JOKHO BBINOJIHATH IPOBEPKY BBOJUMBIX
MPOBEPKH BBOAMMBIX |JaHHBIX HA CTOPOHE CepBepa JJIs KaXJIOTO MPHUHSATOTO THIIA
JAHHBIX Ha CTOPOHE | TaHHBIX.

cepBepa
56. Co3nanue 3anucu | B mpuitoskeHUH JTODKHBI CO37aBaThCs 3AITMCH OTCIICKUBAHUS
OTCJIeKHMBAHUA U1 |/UI1 OIMIMOOK, KOTOpbIe BO3HHUKAIOT BO BpeMs mpoliecca
OmMOOK MPOBEPKH |MTPOBEPKH BBOAMMBIX JAaHHBIX B CHCTeMax (cepsepe,
BBOJIUMBIX JJAHHBIX |MPHJIOKEHUH U T.J.), © COOTBETCTBYIOUIMH 3ampoc JOJDKEH
OBITH OTKJIOHEH.
Cum. mepy Ne 2

57. [IpenorBpamenue |Ilpu pa3paboTke TPWIOKEHUH JOIKEH COOIOIATHCS

HECAHKIIMOHMPOBAHH |IPUHIMII ~ MUHUMAaJIbHOH  JOCTaTouyHOCTH. B coctas

Oro0 3aIycKa

MPUTOKCHUA TOJIKHBI BKIIIOYATHECA TOJIBKO HGO6XO)II/IMI)Ie JUIA
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
POTPaMMBI ero  (yHKIMOHHPOBAaHUS  KOMIIOHEHTBI,  IPOTPaAaMMHOE
HPUIIOKEHUS oOecrnieueHue, IIarkH W T.1. Bce Heucnosnb3yemble IS
(YHKIMOHMPOBAHUS TPUIOKEHUS KOMIIOHEHTHI JIOJIKHBI
OBbITh yJaJIeHbl UM OTKIIIOYEHBI. JlokeH OBbITh peann3oBaH
MEXaHU3M, 3alpellalonui  KOMIIOHEHTaM  IPUIOKEHUS
OCYILECTBIIATH 3aIyCK CTOPOHHHMX MPOTPaMM U IMPUIIOKEHUH.
B mpunoxeHusx ~— IOMKEH ~— COONIONAThCS — MPHHLUI
MHUHMMaJIbHON J0OCTaTOYHOCTH. Bcee Heucnosbzyemble s
paboThl KOMIIOHEHTOB MPHUJIOKEHHUS MOIYJH, MPOrPAMMHOE
o0ecreyeHue, IIaruHbl U T.11. JOJDKHBI ObITh 1€aKTUBUPOBAHbI
mibo  ypanenel.  HeoOxomumo — oOecrmeuyuTh  3amper
IPOrPaMMHBIM MOJYJISIM IPUJIOKEHUS 3allyCka CTOPOHHHX
pOTpaMM, IPUII0KEHUH, KOMIOHEHTOB, ITIATMHOB OTIMYHBIX
OT IepeYHs HEOOXOAUMBIX.
58. He xpanuts Baxknyto |[IpuinoskeHus1, HCTIONB3YIOMIKE CTPYKTYPY (POPMBIL, HE TOJHKHEI
UHPOPMALIMIO B |XPaHUTh BaKHYIO HH(POPMALIHIO B KOH(DUIEHIIMAIBHBIX MOJIAX
KOH(HICHIIMATBHBIX | (hOpM.
noysix popm
59. IIpunstue mep HeoOxonumble Mepbl 0€30MACHOCTH HPUIIOKEHUS (TOKEH
npegocropoxkaoctr | CSRF, dar SameSite u T.1.) 10KHBI OBITH IPHUHSTHI IPOTHB
npotuB arak CSRF | ys3BumMocTH MeskcaiToBo# nojyienku 3amnpoca (CSRF).
60. [IpenorBpamenue |Bce 3ampockl k 0a3ze JaHHBIX NPUIOKEHUS JOJDKHBI
WHBEKIIMOHHBIX aTaK |BBIMOJHATHCS MMAPAMETPUUYECKH, W JIOJDKHBI OBITH TPUHSTHI
Ha S3BbIK, Mepbl 0e30MacHOCTH Ul NPEAOTBPALICHUS HHBEKIIMOHHBIX
UCTIONIL3YEMBIN TIpH | aTak mpoTuB si3bika (SQL, NOSQL u T.11.), HCrosib3yeMoro Jyist
JIO0CTyTIE K 6a3e JI0CTyTa K 0a3e JaHHBIX.
JAHHBIX
61. [IpenorBpamenne |HeoOxoaumo NpHUHATH Mepbl 0€30MAaCHOCTH TMPHIIOKEHHS
YSA3BUMOCTEH, IIPOTUB YSA3BUMOCTEM BHEIPEHUS KOMAaHJ ONEPALMOHHON
CBSI3aHHBIE C CHCTEMBI.
BHEIPEHHEM KOMaH/T
B OIIEPALIMOHHYIO
CHCTEMY
62. [IpenorBpamenne |HeoO6xonqumMo NpUHATH Mepbl NMPOTHUB aTaK IEPETOIHEHUS
aTaK MMeperoIHEHNs | TaMSITH B IPUIIOKEHUHU U paboUel cpesie MPHIIOKEHHS.
namsITu
63. [IpenorBpamenue |Ecnu mpuiokeHue NpHUHUMAET MyTh K Qailly B KauecTBe
ySI3BUMOCTEH, BXOJHBIX JAaHHBIX, OHO JIOJDKHO BBINIOJHUTH  AYAUT
CBSI3aHHBIX C O0e3omacHOCTH,  4TOOBI ~ MPENOTBPATUTh  YSI3BUMOCTH
BKJIIOUEHHEM (ailyioB | yAaJleHHOTO MJIU JIOKAJIbHOTO XpaHeHus (ailyios.
64. [IpenorBpamenue |Ilpunoxenue TOMKHO BBINOIHATH MPEBEHTHBHbBIE MPOBEPKH
atak Ha ocHoBe XML |Ge3onacHoctn Ha Hanmuuue ys3Bumocted XML (araku Ha
sampocel  XPath, araku Ha BHemHue o3meMeHThl XML,
BHenpenne XML u T.71.).
65. ITpoBepka cumBoJIOB | JlOMyCTHMBIE CUMBOJIBI U JUTMHA JUISI HECTPYKTYPUPOBAHHBIX

TSt

JAaHHBIX B TMPHUIO0XCHUW OOJDKHBI OLITH OnmpcacjCHbI, a
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
HECTPYKTYPUPOBAaHH |KOHTPOJIb BBOAMMBIX JAaHHBIX JOJDKEH OBITh CHAETaH B
BIX JIAHHBIX OTHOILEHUHM BO3MOXKHBIX BPEIOHOCHBIX CHMBOJIOB, KOTOPbIE
MOTYT OBbITh B COJICPKAHUU JTAHHBIX.
66. Beimonnenue aynuta | Ayaur BepUUKALMM CIEAYEeT BBIIOJHATH Ul BBOJUMBIX
BBOJMMBIX JIAHHBIX |JAaHHBIX, TaKUX Kak BBOJ AaHHBIX B moist HTML-dopmsr,
Bb130BbI REST, 3aromnosku HTTP, daiinsr cookie, komaHgHbIE
Gbaitibl.
67. [Ipencrasnenue BeO- |[IpeacTaBieHHbIe BEO-CEPBUCHI MPUIIOKECHHUS JTOJKHBI OBITH
CEpBHUCOB 10 pa3paboTaHbl 151 paboOTBHl C XOPOIIO CTPYKTYPHUPOBAHHBIM
3alIUIEHHOMY IPOTOKOJIOM 0€3 YA3BUMOCTEH, KOTOpBIH MOJAEPKUBACT
IPOTOKOITY tekymme Bepcun SSL / TLS.
Cwm. mepy Ne 53
68. Co3nanue u Kondurypamnum BeG-cepBUCOB MPUIIOKEHHS (PACIIONOKEHHE,
ynpaBiieHue BbIJICJIEHUE CEPBUCHBIX IIOPTOB U1 OTKPBITHS, KOH(UTYpaLUs
KOHQHUTYypalMsiMA |(CeTH W T.JA.) JOJDKHBI BBIOJHATHCS M YIPABISATHCS
Be0-CEpBUCOB aBTOPU30BAHHBIMU  HoJb3oBaresiMU. Ilo  ymomdanuro
ABTOPH30BAHHBIMU | KOH(PUTYpALUK TPUIIOKEHHS JODKHBI OBITh HACTPOSHBI IS
110JIb30BaTESIMU | oOecrieueH!s] HAuBBICUIEr0 YPOBHsI 0€3011aCHOCTH.
69. KonTponb Konrpons ayTeHTHOUKAMK W  aBTOPH3AIMHU  JOJDKEH
ayTeHTU(UKALMU U | BBITOJIHATHCS IPU KAKIOM BbI30BE BeO-CepBUCa IPUIIOKEHHUS.
aBTOPH3AINH B
BbI30BaxX BeO-cepBHUCa
70. Aynut BBoguMbIX- |IIpeanaraemble BeO-CepBUCHI NPHIIOKEHUS JOKHBI OBITH
UCXOJHBIX ITaHHBIX |pa3pa0doTaHbl M MO3UIMOHUPOBAHBI TAaKUM O0OpPa30M, YTOOBI
npeJularaeéMblx BeO- |[IpUHUMATh MEpBI PEIOCTOPOKHOCTH IPOTHB
CEpBUCOB pasHOBHUIHOCTEH atak (XSS, yaaneHHOe BBIOJHEHHE KOJa U
T.J1.), BBI3BAHHBIX OTCYTCTBUEM 3JIEMEHTOB ayIUTa BBOJUMbIX-
UCXONHBIX  JaHHBIX.  KOMITOHEHTBI ¢  W3BECTHBIMHU
ysi3BUMOCTSIMHU  ((peliMBOpK, OMOIMOTEKa, NpOrpaMMHbIE
MOJIYJTH ¥ T.J.) HE JOJDKHBI HCIOJB30BATHCS Ha JTame
pa3paboTku BeO-cepBuca.
CM. mepsl 55-66.
71. Onepauuu HacTpoiiku | [IpunoxkeHne  JODKHO — rapaHTHpoOBaTh, 4YTO  TOJBKO
W YIIpaBIICHHUs BeO- |aBTOPM30BAHHBIE TOJB30BATENN MOTYT HOJIYYHTH JOCTYN K
CepBUCAMHU (GYHKUIMSM HACTPOMKH M yIpaBJIeHUs] B€O-CEPBUCOM.
72. He ucnons3oBats |Ilepconanbubie naHHble (MaeHTUUKanUOHHBIH HOomep TP,
NepCOHAIbHbIE HOMEp mhacrmopra W T.JA.) HE JOJDKHBI HCIIOJIb30BaThCsi B
JTAHHBIC B KAYECTBE |KA4eCTBE MEPBUYHBIX KIIOUEH MpU pazpaboTke Tabiuir 0a3wl
HNEPBUYHOTO KJIIOYA B | JAHHBIX.
0a3e TaHHBIX
73. OkenopT 0a3el @OyHKIMA SKCIOpTa (COXpaHEHHE B BUE MAIKU, Nepeaaya Ha

JaHHBIX
ABTOPU30BAHHBIM
IIOJI30BaTCIEM

JIOKAJIBHBIC HWJIK YIAAJICHHBIC TIPHUIIOKCHUA U T.}I.) B
IOPUIOKEHUU JIOJDKHA  OCYIIECTBISATHCS  MCKIIIOUUTEIHHO
YIOOJIHOMOYCHHBIMHU I1OJIB30BATCIISIMU.

Cum. mepy Ne 41
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Ne HaumenoBanue Mepa
Mepbl

1 2 3

74. 3amper XpaHeHus1 | 3amucH, CoOJep)Kallie JMYHbIe JaHHbIe (M300pakeHus,
HEPCOHAIBHBIX opucHple Qainbl M T.A.), HE JOJDKHBl XPaHUTbCS B

JAaHHBIX B HeOe30macHbIX cpefax (HeaBTOPU3OBAHHBIA  ITyOIMYHBII
Hebe30IacHbIX KaTaJIor, BHELIHsS NaMsTh, AUCK U T.1.). B ciydasx, xormga
cpenax 00s13aTeNIbHO  HYXXHO COXPaHHUTh 3allUCH, HEOOXOIUMO
UCIIOJIb30BaTh Oe3onacHble METO/bI, HPUHSATHIE
HAIlMOHAJBHBIMU /  MEXIYyHAPOJHBIMH  CTaHIAapTamMu /

OpraHamH.

75. Kontpons BBoguMbIX |B  mpunmokeHnn  AODKHBI  OBITH  pealn30BaHbl  MEpHI
/ nCXoAALIIMX 0e30macHOCTH IPOTUB ysI3BUMOCTEH, BbI3BaHHbIX
NEPCOHAIbHBIX OTCYTCTBUEM IPOBEPKH BBOJMMBIX / HCXOISIIINX JIMYHBIX

JAHHBIX JTAHHBIX, MCII0JIb3YEMbIX IPUI0KEHUEM B KaUeCTBE BXOHBIX.
CwMm. Mepbl 55-66.
76. 3amper xpaHenusi |llepcoHanbHble  JaHHbIE HE  JOJDKHBl ~ XpaHUTbCS B
NEPCOHATBHBIX KOH(HICHIIMATBHBIX 001aCTsIX BEO-CTpaHUI] IPHIIOKEHHS Oe3
JIAHHBIX B coriacusi cyObeKTa JaHHbIX.
KOHpuIeHMaIbHbIX |[lepcoHanbHble NaHHBIE HE JOJDKHBI XPAHUTHCS B KeIe
30Hax Opay3sepa.
Ecnu daiiner coOKie, ucmonb3yembie B IPUIOKECHNH, TOJIKHBI
colepkaTb JIMYHbIE JlaHHbBIE, CIEAyeT HCIOJIb30BaTh
0ezonacHusIit daar (Secure flag). Kpome toro, jauuHbie 1aHHbIC
HE JIOJDKHBI 3alUCBIBATBCS C IOMOINBIO (YHKIMHU BeO-
XpaHUJIMILA HA CTOPOHE KJIMEHTA.
77. XpaHeHue 3amucy, coiepXaliie MepCcOoHaJbHbIE JaHHbIE 0CO00Tro
NePCOHAIBHBIX XapakTepa, JIOJDKHbl ~ XPaHUTbCA C  HCIOJB30BaHUEM
JAHHBIX 0COOOT0  |HAIMOHAIBHBIX / MEXIYHapOJHO NPU3HAHHBIX METO/I0B
Xapakrepa Oe3omacHOCTH  (3amIM(pPOBAHHBIA TEKCT, MCIOJIb30BaHUE
Ha/IeKHBIX QITOPUTMOB INU(POBaHUs, MHUPpPOBaHUE Ha
ypOBHE (aityioB U T.1.).
Cum. mepy Ne 44
78. YHUUTOXKEHHE [lepcoHanbHble  JaHHBIE, BPEMEHHO  XpaHANIMECS B
BPEMEHHO XpaHUMBbIX |KIMEHTCKUX U CEPBEPHBIX MPHIOXKEHUSX, (ailnax u Qaiinax
NePCOHAIBHBIX cookie, MOJOKHBI OBITH YHUYTOXCHBI TaKUM 0Opa3oM IO
JAHHBIX UCTEYeHUH OOpabOTKM WM 3aKOHHOI'O CpOKa XpaHEHus,
yTOOBl HE OBLIO HapylIeHUs 0€30MacHOCTH (HEBO3MOXKHO
MOJIYYUTh, BOCCTAHOBUTb U T.JI.).
79. Perucrpanus nocrymna|YcneniHslii 1 HeyJa4HbIN JOCTYI K HOCUTEISAM, COAECPKALIUM
NepCOHAJIbHbIE TaHHbIE, JOJDKHBI PETHCTPUPOBATHCSL.
80. Obecneuenue [Tpunoxenue NOMKHO ONOKHUPOBATh HECAHKLIMOHUPOBAHHOE
3alUTHI 3aMUCEeN  |YTeHHe, W3MEHEHUWEe WM YJaJleHue 3amucel JocTymna K
J0CTyTna NEPCOHATBHBIM JJTAaHHBIM.
Cwm. mepy Ne 2
81. [Tepenaua 3anuceit |3amucu J0CTyNa K NMEPCOHATBHBIM JaHHBIM B NPHIIOKEHUH

JocTyna

JOJKHBI  OBITh  IepellaBaeMbIMM BHYTpb/U3BHE. HMmmopr
3amucei B paboTaroIy 0 CHCTEMY He JOJDKEH YHUUTOXKATh T
W3MEHSATh CYIIECTBYIOIINE 3AIUCH.
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
82. Ucnons3oBanue  |[IpunoxeHne AOHKHO 0OecreYynBaTh, YTOOBI MOJIH30BATEIH
MeXxaHHu3Ma MOJTydadu AOCTYN TOJBKO K TEPCOHAJIbHBIM JIaHHBIM, JUIS
aBTOpU3aLUU KOTOpPBIX OHM aBTOPHU30BaHbl B MAaTpULIaX aBTOPU3ALUU
JOCTyTIA.
JlocTym K  TEepCOHalIbHBIM  JIaHHBIM  JIOJDKEH  OBITh
3a0JI0KHpPOBaH 1o YMOJTYaHHUIO B ciydae
HECaHKLMOHMPOBAHHOI'O JIOCTylla WM HENpPeABUACHHON
CUTYalIUH.
Cwum. mepy Ne 24
Cwm. mepy Ne 47
83. Wcnonp3oBanue  |[Ins noctyma KO BCEM cpelaM IPUIIOKEHUS, COAEpkKaIUM
MeXaHu3Ma JUYHBIC AaHHBbIC (BeO-cTpaHmia, ¢aia W T.A.), JTOJDKHA
ayTeHTH()UKALMU | BBIIOJIHHUTHCS ayTeHTU(UKAIHS.
84. OrpanuueHue Hoctyn k cpemam, cojaep)KalluM TMepCOHANbHbIE TaHHbIC
JOCTYyTIa (cepBep 0a3bl HaHHBIX, (AWIOBBIM cepBep M T.JI.), JOJKCH
OCYIIECTBISATHCS TOJIBKO u3 MPUIIOKEHUS, u
HECaHKIMOHUPOBAHHBIA  JOCTYl K  3TUM  cpelam
aNbTEPHATUBHBIMU U HEOE30MAaCHBIMH METOAAMH JIOJKEH
OJI0KMpOBAThCA (MPSAMON JTOCTYI C KIMEHTaMU 0a3bl JaHHBIX,
JIOCTYTI C UCMOJIb30BaHHUEM HE0E30MaCHBIX MPOTOKOJIOB H T.11.).
85. [Mudposanue cBsi3u |CBsi3b  Tpu  OOMEHE  JaHHBIMH ~ MEXAY  CHCTEMaMHU
(KopriOpaTUBHBIE ~TPUJIOKEHUS, BHEIIHUE BEO-CITykKObI)
JOJbKHA OBITH 3ammudpoBaHa.
Cum. mepy Ne 53
86. Pesepsuble konuu | CnexyeT o6ecnieunTh, 4TOOBI pe3epBHBIE KOITUU MPUIIOKEHUS,
CUCTEMBI, CIICTIAHHbIE | COIEPIKALNE TEPCOHAIBHBIE JAHHBIE, CO3/1aBAJUCh TOJIBKO
ABTOPU30BAHHBIMU | ABTOPU30BAaHHBIMU MOJIb30BATEISIMH.
nosib3oBarensimMu | [IpuiiokeHne JOMMKHO BECTH 3allUCH  OTCISKHMBAHMS UL
onepanuii pe3epBHOr0 KOMMPOBAHMUS.
Cum. mepy Ne 2
87. Coznanue 3anuceil |Bce omepanum B NPWIOKEHHMH, TaKME KaK aBTOpH3aLMs,
OTCIIEKUBAHUS W3MEHEHHE  aBTOPHU3allM¥, aHHYJIWPOBAHUE, YJAJICHUE,
pe3epBHOE KONMUPOBAHUE U T.J., BHIIOJHSEMBIE C KIHOYAMH,
JIOJDKHBI PErMCTPUPOBATHCS I BBIOJIHEHUS FOPUAMYECKUX
0053aTeNbCTB, BBIABICHUS IOJO3PUTEIBHBIX JEHCTBUN U
IPEI0CTaBIIEHUS BO3MOXKHOCTEH CyZIeOHOTO paccieJoOBaHus B
clly4ae HapyluIeHHi 0e30acHOCTH.
Cum. mepy Ne 2
88. besonacHocTh Ha cepBepax npunoxxenuit u B/l 1omkHBI OBITH 3aMyIIEHbl U
cepBuca JOCTYIHBI TOJBKO TE€ CEPBUCHI, MPUIIOKEHUSI, TIPOTpaMMHbIE

KOMIOHEHTBI,  KOTOpbIE  HEOOXOAMMBI  AJsi  pabOTHI.
Heuncronb3yemble CEpBUCHI  JOJKHBI  OBITH  OTKJIFOYEHBI.
3amyck MpOrpaMMHBIX MPOAYKTOB (CEPBUCOB, CIYKO M T.II.)
JIOJDKEH OCYIIECTBISATBCS C HCIOJIb30BaHHEM CEPBUCHBIX
YUYETHBIX  3alHceii ¢  MHHUMAIbHO  HEOOXOIMMBIMH
npusmwiernsamu. Mabopmaims ceteBbix 3aronoBkos (banner)
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Ne HaumenoBanue Mepa
Mepbl
1 2 3
JIOCTYITHAS TIPU CETEBOM OOpAIIeHUU K CEPBUCY JOKHA OBITh
(mpy BO3MOXKHOCTH) HW3MEHEHA, /ISl YMCHBIICHHS YPOBHSI
packpeiBaeMoii nHdopmanu. Hanpumep, npu oOpaiieHuu K
BeO-cepBepy HE BO3BPALIAIOTCS CBEIACHUS O BEPCUU WU
HAaUMEHOBAHHH BeO-cepBepa.
89. Hcnons3zoBanne | CepBUCH], HCIOIL3YIOIMINE ayTCHTU(PUKAMIO W CBSI3b 03
CEPBHCOB BBoja maposs (Telnet, FTP, rlogin, HTTP, SMTP u T.1.),
samudpoBaHHON | cnemyeT 3amMeHuTh Ha aHayoru (SSH, SFTP, HTTPS, SMTPS
CBSI3U U T.1.), KOTOpbIE 00eCreYnBaOT MH(PPOBAHHYIO CBS3b, €CIU
TaKOBBIC HMEIOTCSI.
90. Obecneuenue CuHXpoHHU3aIUsl BpEMEHU JI0JDKHA OBITH 0OecrieyeHa Ha BCeX
CHHXPOHM3AIMA | CepBEPax MyTeM BHECEHUsI COOTBETCTBYIONIMX HacTpoek NTP.

BPEMCHHU Ha cepBepax

TpeboBanns k 6a3e TaHHBIX

91. VYnpasieHnue JIOJDKHBI  MCTIONTB30BAThCS.  CUCTEMBI  YIIPABJICHUS JAHHBIX
OOHOBIICHUSIMA M |TIOJIACP)KUBAEMbIE TPOU3BOJAUTENIEM C YCTaHOBJICHHBIMU
UCTIPABJICHUSAMHU | OOHOBIICHHSIMH O€30MACHOCTH M HE COJCPIKAILINE U3BECTHBIX

YSA3BUMOCTEN.
[Ipu pa3paboTke/BHEAPEHUH TMPOTPAMMHOIO OOECICUCHUS
JOJKHA OBITh TMPEAYCMOTPEHA BO3MOXHOCTH OOHOBIICHUS
OPOrPaMMHOTO  OOECICUeHHsI CUCTeM yIpaBlieHHs 0a3
JTAHHBIX.
92. bezonachas [TapameTpsl, mpeacTaBiICHHBIC sl 0a3bl JAHHBIX, JIOJIKHBI
HACTpoOWKa OBITh  CTPYKTYPHPOBAaHBI C HCIIOJNB30BAaHHEM METOJIOB,
napamMeTpoB 0a3bl  |NIPU3HAHHBIX O€30MAaCHBIMU HALMOHAJIBHBIMM W / WIH
TAHHBIX MEXyHapOHBIMH OpraHamH (Tpu ux Haimuauu). Kpome Toro,
ciefyer coOnojaTh PEKOMEHJIAIUMM 1o  0e301MacHOMY
UCTIOJIb30BaHUIO, oIy OJTMKOBaHHBIE IPOM3BOTUTEIIEM
CUCTEMBI yIpaBjieHHs 0a3aMu JaHHBIX (IPU UX HATUYHH).

93. He ucnons3zoBate |l 3amycka u  okcmryarauun CYBJl  He  HOKHBI

YUETHBIE 3alUCU U | TPUMEHATHCS YUETHBIE 3alIUCH U NTAPOJIU «I10 YMOITYAHUION.
HapoJIu 110
YMOJYaHHIO

94. 3ammra 3anuceit (B ciydae, ecnu ucTopusi BBHITOJHEHHBIX KOMaHJ / 3allpOCOB
UCTOPUU KOMaHJ / |3amMchiBaeTcss B 0a3e JaHHBIX, JOJDKHA ObITH oOecreyeHa

3ampocoB 0€301acHOCTh COOTBETCTBYIOIIMX 3aMKcel / paitioB.

95. VY nanenue o6pasuoB | OOpasiibl AaHHBIX (00pa3ibl TabIMIL, 3aHMCcel, MoJIb30BaTeNeH

TTAHHBIX U T.]1.), TIOCTYTAIOIINAE C YCTAHOBKOM, JOJDKHBI OBITH YAAJICHBI

n3 0a3bl JaHHBIX.

TpeboBaHus K cepBepy

96.

Wcnonbp3oBanne
TEKYIIETO
IIPOIPaMMHOI0
obecrmeyeHns Beo-
cepBepa

Cremyer MCmoyib30BaTh OOHOBJICHHBIC CTAOWUIIBHBIE BEPCUU
IpOrpaMMHOr0 oOecriedeHus: BeO-cepBepa, CBOOOJHBIE OT
VS3BUMOCTEH W TOJyIep)KHBacMble TIPOU3BoUTENIeM. Kpome
TOTO, CIEAYET PEryJsipHO MPOBEPSATh HAJTMYME HUCIPABICHUN
Oe30macHOCTH JUIsl BCEX HMHCTPYMEHTOB /  TIAKETOB
MPOrPaMMHOT0 00ecTeueHusl, HCTIOIb3yEeMbIX Ha CEpBEpeE.
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Ne HaumenoBanue Mepa
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97. VY nanenue [Monnepxxka WebDAV (Web Distributed Authoring and
MTOAJICPKKH Versioning) BeO-cepBepa MODKHA OBITh ynaiaeHa. Mogyiw,
WebDAV cBsizanHble ¢ WebDAYV, nomkHbI OBITh I€aKTUBHPOBAHBI HITH
yAaJICHBI.
98. VYmpasienue [TporpammHoe obecrnieueHue BeO-cepBepa TOJKHO
M0JIb30BATENSIMU BeO- | 3aIyCKaThCs C YYETHOW 3alKCH, CIEeUaIbHO CO3AaHHON s
cepBepa 3TOM LIEJIH, & HE C YYETHOW 3alIMCU aJIMUHUACTPATOPA. Y UETHBIE
3anucy / mapojid MO yMOJYaHUIO Ha BeO-cepBepe OJIKHBI
OBITh OTKJIFOUEHBI.
99. Hacrpoiika Be6- |BebG-cepBep AomkeH OBITh HACTPOCH Ul MPEIOTBPAIICHUS
cepBepa s packpeiTust uHpopMaruu. CTpaHHLbl OIIHOOK U HACTPOEK 10
MPEeIOTBPALCHUS | YMONYAHUIO JOJDKHBI ObITh ynajeHsl. 3aronoBku HTTP,
pacKphITUS KOTOPBIE BBI3BIBAIOT PACKPHITHE WH(POPMAIMU O TEXHOJIOTUU
uHdopManuu BeO-cepBepa, JOJDKHBI ObITh  ynanenol. He  gomkHO
JIOMyCKAaTbCsl  pacKpbiThe uWHGOpMAMM B OTBETax Ha
HenpaBuiabHble HT TP-3ampockl.
100. Orpannuenue st paGoThl BEO-TPUIIOKEHUN JTOJDKHBI HCIOJIB30BaATHCS
nomuepxkuBaeMbix |Meroasl POST POST, GET, OPTIONS u HEAD. Ilpu
meronoB HTTP HEOOXOAUMOCTHA MCIIOJB30BAHUS HHBIX METOHOB JOJDKHEI
ObITh  BBEJEHbl OrPAaHUYEHHUS HA  BO3MOXKHOCTH  HUX
WCIIOJIb30BAaHUS TOJIBKO B TMOTPEOHOCTSIX BeO-cepBuca.
Meronsr PUT: DELETE He HomKHBI MCIIOJIB30BATHCS IS
TaKUX LEJel KaK 3arpy3Ka Wil yaajaeHue Gaiios.
101. OTtknroueHue JIucTUHT KaTajnoroB BeO-cepBepa JOJKEH ObITh OTKIIIOYEH,
JUCTUHTA KaTaJIOTOB |€CIM €ro HWCIOJb30BAHWE HE SBISETCS HEOOXOIAMMBIM IS
(GYHKIIMOHUPOBAHMSI BEO-TIPUIIOKEHUSI.
102. Otxmouenue pexuma |[Iporpammaoe oOecrieueHne BeO-cepBepa HE  JOJKHO
OTJAJKU 3aITyCKaThCsl B PEXKUME OTIIAIKH.
103. Onpenenenue st 3ampocoB OMKHBI OBITH YCTAaHOBJICHBI OTPAHHUEHUS B
IIPEJIeTIOB 3alPOCOB | 00beMe, TIOJIEPKUBAEMOM IPOTPAMMHEIM  00ecTiedeHHEM
BeO-cepBepa.
104. Benenwne 3anuceit | JlomkHa OCYIIECTBIISITBCS  PETUCTpaIusi COOBITUH  BeO-
OTCJIC)KUBAHUS cepaepa.
105. Orpannyenue HeoOxommumo ykas3aTh KaTalloTH C pa3pelieHUsIMHA Ha 3aIliCh,
KaTaJoroB C mpaBa 3alMCH JOJKHBI OBITh TMPEJOCTaBICHBI TOJBKO
paspeleHusIMU Ha |KaTajoraMm, KOTOpPbIM  TpeOyercss  3arpy3ka  (aiinos.
3aInCh Heo0xonumo ynanuTh paspelieHue Ha 3alyCcK B KaTajorax
GbaiisoB, 3arpy’KEHHBIX Yepe3 MPUIIOKEHHE.
106. Hcnonp3oBanue SSL | CepBep MODKEH OBITH HACTPOCH JUIsL UCTONB30BaHUS SSL /
/ TLS TLS. B 3TOM KOHTEKCTE Ha cepBepe ClIeIyeT HCIOIb30BaTh
toapko Bepcun SSL / TLS ¢ wHagexxHoW Bepcuedt 0e3
M3BECTHBIX YSI3BUMOCTEH.
107. Ilepenanpasnenue |JIro60it mopt HT TP Ha BeG-cepBepe 10/KEH HANpaBIATHCS HA
3anpocoB ¢ HTTP na |mopT cepBepa ¢ ucnosib3oBaHueM muGpoBaHUS.
HTTPS
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108. VY nanenue ToabpKO MOIYJH, MCIONB3yeMble Ha CepBEpe, OJIKHBI OBITh
HEHCIIOJIb3YEMbIX | aKTUBHBIMH.
MOJYJIEN
109. OrpannydeHue Beb-cepBep A0MKEeH MPOCTYIIMBATh CETEBBIE MOMKIIOYCHUS

OTKPBITBIX IIOPTOB

TOJILKO Ha aBTOPHU30BAHHBIX IMOPTAaX. HCI/ICHOJIB3yeMbIe IOPThI

HCO6XOI[I/IMO 3aKPbITh.
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